Week Ten Lecture Notes

RISK MANAGEMENT AND SECURITY OF RECORDS

Introduction

It is important to conduct a risk analysis in order to discover and evaluate potential hazards and therefore to take protective measures. Risk analysis and evaluation will lead to identification of records and documents that are most at risk from threats such as loss, destruction, misplacement, document removal and malicious alterations. Files and documents that are judged to be vulnerable to such threats will merit a higher level of protective measures, including security classification to restrict access and their storage in a secret or confidential registry. Records that appear to be prone to the risks need a higher level of security, such as storage in a secret registry in order to have restricted access. While security classification of files is essential, it is unwise and counterproductive to classify all files as secret or confidential. This will adversely affect overall efficiency and access to information. Records need to be protected against unauthorized access, malicious destruction and alterations, fire water, physical and biological damage. Procurement files and documents are vulnerable to the following threats;

· Mishandling of procurement files leading to loss of folios and covers;

· Keeping of procurement files together with stores items

· Fragmentation of procurement files leading to loss of documents

· Inappropriate storage of procurement files such as placing bid documents on the floor of an office frequented by many visitors;

· Misfiling of procurement documents; and

· Poor storage environment for closed procurement files leading to their damage and loss.

Some of the basic security safeguards for files include:

· Maintaining a minute sheet for each file-this is a card that contains a summary of the file contents;

· File examination-this entails examining every file once it s returned to the registry to ensure that the contents have not been tampered with. This is particularly recommended for high value files that are judged to be vulnerable to this risk;

· Documentation of all existing files in an approved file plan;

· Assignment of responsibility for maintenance and filing of documents and files

· Maintenance of file integrity;

· Folio numbering of documents in a file in order to easily detect cases of unauthorized removal of papers from a file.

· Duplication and dispersal of records where high value records are distributed to other departments or individuals to guard against loss and alterations;

· Secure storage of both open and classified files; and

· Secure storage of procurement documents before and after evaluation and adjudication.

PPDA Regulation requires a Procurement Unit to maintain and safeguard procurement and disposal documents and records. Procurement records should be protected at all times from all threats.

The records will need to be protected against unauthorized access, leakage of information and against fire and water damage. Classified records will need a higher degree of protection. In this regard, the head of Procurement Unit should:
· Identify and use proper and secure storage rooms and facilities for procurement records;
· Identify, purchase and install proper and appropriate storage equipment and enclosures for the records;
· Identify, purchase and install appropriate firefighting equipment in the records keeping areas and facilities;
· Ensure that vital records are identified in time and kept elsewhere as a security measure;
· Ensure that there is backup for electronic records;
· Ensure that access to records is restricted to authorized persons only;
· Ensure that procurement staff are sensitized and trained on prevention and management of hazards ;and
· Put in place ways and measures in which the documents in varying formats will be protected in case of a disaster.

Precautions Against Fire
Advice on precautions to take against fire should be sought from the Fire Officers in the or local fire prevention experts. These will be able to advice on the most appropriate fire prevention and equipment to install. Fire precautions should include:

· Ban on smoking within the building and particularly in the filing and records storage areas;
· General tidiness and removal of hazardous clatter such as heaps of files, papers, boxes and rubbish;
· No hazardous or inflammable materials should be stored in the building;
· Installation of fire extinguishers and smoke detectors in the building. The smoke detectors and extinguishers should be serviced regularly;
· Electrical appliances should be switched off at the end of the day;
· Firefighting equipment such as hose reels and extinguishers should not be used for purposes other than fire fighting;
· An organization should have a fire fighting team headed by a senior and responsible officer. It is the responsibility of the team leader to ensure all occupants of a building know what to do in case of fire, how to evacuate the building, how to fight fire and that regular fire drills are conducted;
· Availability of fire extinguishers in all rooms. The extinguishers should be serviced regularly;
· Clearly posted fire escape routes, exits and procedures.

Precautions Against Water
Precautions against water will include the following:

· Records should be place far from water mains and drainage pipes;

· Roofs should not be leaking; and

· Plumbing should be of high standard, and be regularly checked.

Precautions Against Rodents And Insects
Precautions against rodent and insect invasion should include the following:

· A regular full building inspection to locate and block all points of rodent and bird entry;

· Complete ban on all food eating and storage in records keeping and storage areas; 

· Regular and thorough cleaning of ceilings, walls and floors, and regular fumigation.

Precautions Against People
· Members of staff have a key responsibility in ensuring security of records in the registry and other areas especially in locking windows and doors in the registry storage areas at closing time. It is important to ensure that records staff have been security vetted, and that people of integrity are deployed in records offices. 
· Too often the wrong people are deployed to manage records, in many cases officers who have failed to perform in other sections in the organization. Thus, only motivated, committed and competent people should be put in charge of records. Their performance can be greatly improved by offering them professional training. There should be strict control of all building keys. 
· Locks should be changed when keys are lost. 
· Strict supervision should be maintained of non-staff members who enter the building especially of cleaners and maintenance workers.

· Theft of records, whether they be single letters or entire files by insiders or outsiders, poses a real threat to an organization’s recorded information. Theft of documents is motivated by cash gain, forgery or withholding or complete loss (or destruction) of the information they contain. When such information falls in the hands of unauthorized persons the interests of the organization and of private persons and other parties may be harmed.

Classified Records
· Although access to all the records of an organization whether in the registry or elsewhere should be restricted, certain classified documents require a much higher degree of protection from disclosure to unauthorized persons of the information they contain.

· The degree of security classification will depend on the sensitivity of the document. It must however be realized that most information and records do not required security classification. The tendency to over classify documents might end up stifling the registry’s efficiency.
· Records or documents may be classified as restricted, confidential, secret or top secret depending on the sensitivity of their informational content.
· All classified documents must be registered in a secret or confidential register. Documents with security grading will not be opened in the open registry. They should be routed to the secret registry for opening and transmission to the relevant action officers.
· Confidential or secret documents are normally dispatched in two envelopes: the outer without a security grading and an inner one with a security mark. Once received, the registry will only open the outer envelope and send the letter in the inner envelope to the secret registry.
· A file with a security grading of ‘Confidential’ or ‘Secret’ contains information which if disclosed to anyone not responsible for working on the subject could cause extreme embarrassment. Generally information can only be classified or declassified by the originator. It is only a small portion of an organization’s records that merit security classification. Over-classification of documents may result in inefficiency. Confidential and secret classifications should only be used for information and documents that truly merit that level of security grading.

Vital Records Protection
Vital records are records essential for the survival and continued functioning of an organization during and after an emergency. A vital records protection program must be put in place to ensure that in the event of a major disaster such as fire or flooding certain key records will remain to permit continuity of essential functions. Records likely to fall under this category include those that protect the rights and interests of the organization, employee and clients. Other vital records include records relating to:

· Employee compensation and benefits; 
· Insurance;
· Research findings;
·  Proof of ownership of property;
· Contracts and agreements;
· Research and development records;
· Assets/Liabilities records; and
·  Deeds/Mortgages.

It is important to have a corporate information security policy that incorporates both paper and electronic records.

SECURITY OF AUTOMATED RECORDS MANAGEMENT SYSTEMS
Security for automated records management systems is an important issue. Mainframe computer systems have traditionally had considerable protection, but other computers have not because they have been treated as single-user devices. As a result, security weakness may threaten the confidentiality, integrity, or availability of electronic information. There are two major means of protecting electronic records:-

· Physical security of the computer hardware; and

· Security data through controlling access.

1.   Computer Hardware Protection
Computers and their component parts are high-value items. A security policy should be established that would protect computer installations. The file server/mainframe computer operations should be in an area which is locked, has constant attendance and supervision, and is restricted to authorized personnel. For personal computers, possible solutions to protecting the hardware are central processing unit cabinet locks, cables to lock equipment to stable fixtures, bolt-down devices to permanently attach personal computers to desks, keyboard locks, workstation enclosures and alarms to signal motion. Rooms in which the hardware is located should be locked when they are not occupied.

2.   Computer Data Protection
A good security system for protecting electronic data will employ a number of different products, services, and resources which can be customized to an organization’s particular needs. Those responsible for implementing security systems including the ICT department must analyze the potential costs of suffering a loss and therefore develop a complete security system that addresses the specific security needs of a PE. In order to be successful, ICT security strategies have to be monitored continuously. The senior management should be committed to implementing security awareness program for all staff.

3.  The role of staff in ICT security

A vital component of information security is staff user sensitization. The staff must be sensitized on the risks of using personal memory disks and external hard drives, the dangers of visiting unsafe sites or downloading unsafe programs. There is also the ever present risk of viruses as a result of exchange of unauthorized files through the computer network. This can be controlled by installing the right antivirus software, which should be updated regularly. Information security awareness should be conducted for all staff, as well as preparing security manuals that incorporate ICT security concerns. Staff must be made aware of their responsibility in ensuring security of information. 

4.  Common methods of computer and data security that can be employed to customize a security system:

Software packages are available to help quantify potential exposure to security breaches. This is a good starting point in determining your need for and development of a plan of action.

5.   Access levels

Users can be assigned a variety of access privileges, such as read only, remote access, specific file or directory access, and ability to uphold or download data form a File Sever or network database.

6.  Passwords

Passwords can be used to control access to terminals, files, records or even fields within a record. In a password system, users must enter the appropriate password to gain access to the data for which they have been cleared. Multiple levels of passwords can provide entry to different layers of information in an agency database. The best approach is to use passwords to create a hierarchy of entry and progressively more complex entry codes as the information becomes more sensitive.

7.   Audit trails

There are security software programs that can audit computer use by providing a comprehensive record of all network or system activity, including who is accessing what data, when and how often.

8.   Encryption

Data encryption is a process that ‘scrambles’ data files and thus making them unreadable to unauthorized people when they are stored or transmitted. Data so treated become unintelligible without a data ‘key’. When the encrypted data are sent to another terminal, the required software key on the receiving end decodes the information. The use of the encryption can be a complex process and should be used only for data that are highly confidential and require utmost security.

9.   Data backups

Backing up disks is an essential safeguard against data loss through a disaster. It is an important and basic computer security measure. In backing up data it is important to have an authorized user access to change an electronic file or document. Collections of data that are constantly being updated, such as electronic databases, should be backed up regularly on a daily, weekly and monthly basis. Weekly and monthly back-ups should be kept in a secure location which is fire proof. Backup media should be clearly indicated with the word BACKUP written on the label.
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