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Description
This topic explores a variety of threats to web-based applications. A description of each one of them, how it can be exploited, and its countermeasures will be covered. The aim is to sensitize developer on how to take web security into account at all levels. Similarly, the content covered will help web-based application owners to take self-control in the use of the applications.

Learning Outcomes
By the end of this topic, you will be able to:
· Understand the information security landscape.
· Describe examples of web application security threats with their countermeasures.
· Understand the best practice towards ensuring proper web-application security.

Introduction
Securing computing systems and the data in the systems is a critical aspect in the current world. Web-based systems just like any other computing systems are vulnerable to attacks. Unfortunately, if the web application layer security is overlooked, it leads to vulnerabilities to other systems and the data in transit and at rest in these systems. A number of organization like the Open Web Application Security Project (OWASP) and Web Application Security Consortium (WASC) keep working on avenues for collection, analysis and documentation of more current web application security threats and their countermeasures. This topic focuses on the OWASP top 10 list of web application security risks documented as of 2017. Reference will also be made to the WASC standards as per the categorization of web application security risks. The topic will conclude by outlining the best practice towards ensuring proper web application security.
Information Security Landscape
Information security covers all aspects related to data security. Such data could be on transit or at rest. Hence, the information security landscape covers security aspects from the desktop, transport and network layers, all the way to the web applications level that encompasses the various servers as shown in Figure 1. 
[image: Diagram

Description automatically generated]
Figure 1. Information Security landscape

At the desktop level, there is main protection is the used of antiviruses, antimalware among others. As data transitions between the client (desktop) and the server, the protection shifts to transport layer securities like encryptions. The Secure Socket Layer (SSL) may be in place at this point. At the network layer, firewalls, Intrusion Detection Systems (IDS) and/or Intrusion Prevention Systems (IPS) may be in place. In such cases, ports 80 and 443 are normally deemed to be open for the right purposes. Finally, web applications at the server and the data in the servers may be separated. There may be different servers to enhance on the level of security. For instance, a webserver, an application server, and any other backend servers like the database server. Each of these servers may have some protections in place to take care of any security threats directed towards it.

With such a kind of information security landscape in place, organisations end up with several misconceptions to justify how strong their security systems are. Some of these may include:
1. We use network vulnerability assessments hence we are always at par with any threats or attacks directed to our network.
2. We have firewalls in place with port 80, 443 and any other ports open for the right reasons.
3. We encrypt data on transit with the Secure Socket Layer (SSL), hence, any interception will not expose the data.
4. Our critical web pages, like the login pages and pages that hold sensitive information are on HTTPS.
Unfortunately, the reality is that 75% of information system security attacks are directed to the web application layer. This translates to 2/3 of all web applications being deemed vulnerable. Some of the risks of insecure web applications include leakage of sensitive data, identity theft, content modification, application shutdown, remote execution, among other risks.

To help address this tough web application security reality, several organisations like the Open Web Application Security Project (OWASP) and Web Application Security Consortium (WASC) are constantly working on avenues for collection, analysis and documentation of more current web application security threats and their countermeasures. For instance, WASC classifies attacks in different categories, including [2]:
1. Authentication – Attacks that target a website's method of validating the identity of a user, service, or application.
2. Authorization – Attacks that target a website's method of determining if a user, service, or application has the necessary permissions to perform a requested action.
3. Client-side attacks – Attacks that abuse or exploit a website user's system.
4. Command execution – Attacks designed to execute remote commands on the website.
5. Information disclosure – Attacks designed to acquire system-specific information about a website.
6. Logical attacks – Attacks that abuse or exploit a web application's logic flow.

OWASP on the other hand generates a list of top 10 web application risks with their countermeasures [1]. The most current OWASP list is for year 2017 that is clearly outlined on the OWASP website [1]. According to the OWASP top 10 2017 list of web application security risks, the following are the top 10 threats in that order:
1. Injection
2. Broken Authentication
3. Sensitive Data Exposure
4. XML External Entities (XXE)
5. Broken Access Control
6. Security Misconfiguration
7. Cross-Site Scripting (XSS)
8. Insecure Deserialization
9. Using Components with Known Vulnerabilities
10. Insufficient Logging & Monitoring

Web Application Security Threats and their Countermeasures
The following is a brief description of each of the OWASP top 10 2017 risks attributed to web applications. The description explains what each risk is, how it can be exploited and the countermeasures for the risk.
Injection
Injection flaws occur when untrusted data is sent to an interpreter as part of a command or query [1]. In this case, the attacker’s hostile data can trick the interpreter into executing unintended commands or accessing data without proper authorization [1]. Examples of injection flaws include SQL, NoSQL, OS, and LDAP injection. SQL injections are the most common type of injection flaws that occur when an attacker inserts SQL database commands within a form field or other parameter. SQL injections have been around for over a decade now. They are made possible if no sanitization is performed on form fields, giving room to command passage to the SQL server followed by successful execution. Through SQL injections, attackers are able to return and steal tables of information, make changes to records, or even delete the entire database.

Some of the countermeasures to SQL Injections include:
1. At all times, ensure that any user input is validated to accept only known good values, rather than trying to sanitize.
2. In cases where user input must be sanitized, decode the input before trying to sanitize it.
3. Never use dynamic queries.
4. Use parameterized query APIs because such APIs are normally designed to encode user input and to ensure SQL statements are not broken.
5. Consider using stored procedures more than plain SQL statements since they are generally safe from SQL injection.
6. Developers should avoid providing detailed error messages that could aid attackers in their mission.
7. Database accounts used for connecting scripts to the database should have least privileges in place.
8. Avoid simple escaping as it may offer the least check for injections. Furthermore, it may easily be by passed.
Broken Authentication
Application functions related to authentication and session management are often implemented incorrectly. This gives attackers room to compromise passwords, keys, or session tokens, or to exploit other implementation flaws that may lead to takeover of other users’ identities temporarily or permanently [1].

Some of the countermeasures to broken authentication include:
1. Enforce strong authentication mechanisms that take care of password strength, usage, storage, and change control.
2. Prevent session hijacking:
a. Use secure coding techniques and modern developer frameworks to strengthen application authentication and session management.
b. Combine the source IP address of the user with the session identifier.
c. Ensure user reauthentication before allowing changes to key account details, such as changes to passwords and email addresses.
d. Enforce forced reauthentication that could aid in termination of any hijacked session. This is a simple coding technique that reduces broken authentication risks.
3. Strengthen session management:
a. Avoid use of permanent cookies for storage of session data.
b. Protect session identifiers with SSL while on transit.
c. Configure the system to generate long, random, and complicated session identifiers.
d. Ensure session identifiers expire at logout and/or after a certain period.
e. Assign a new session identifier when switching to SSL or authenticating.
Sensitive Data Exposure
Sensitive data includes passwords, financial data like credit card numbers, health data, Personal Identifiable Information (PII), among other types of data. Many web applications and APIs fail to offer proper protection for such sensitive data [1]. In return, attackers may end up stealing such data and use it to conduct credit card fraud, identity theft, or other crimes or they may modify it for other purposes [1]. A lot of precaution is required in handling sensitive data at rest or in transit [1].

Some of the countermeasures to sensitive data exposure include:
1. Determine what data is sensitive enough to require extra protection.
2. Encrypt sensitive data at all points, whether at rest or in transit. Never leave it as clear plain text.
3. Use current and secure cryptographic algorithms.
4. Do not store sensitive data unnecessarily. If possible, discard it as soon as possible when deemed not necessary for storage.
5. Use strong standard algorithms and strong keys in managing sensitive data.
6. Ensure that passwords are stored using special types of algorithms designed for password protection like Bcrypt, PBKDF2 (Password-Based Key Derivation Function 2) or scrypt.
7. Disable autocompletion on forms that collect sensitive data.
8. Disable caching for pages with sensitive data.
Security Misconfiguration
Security misconfiguration is one of the most common loopholes that creates risks to web applications [1]. This is commonly as a result of insecure default configurations, incomplete or ad hoc configurations, open cloud storage, misconfigured HTTP headers, and verbose error messages containing sensitive information [1]. Not only must all operating systems, frameworks, libraries, and applications be securely configured, but they must be patched/upgraded in a timely fashion [1].

Some of the countermeasures to security misconfiguration include:
1. Configure the webserver to deny directory listings.
2. Download and apply specific security patches according to the issue that exists on your webserver or web application.
3. Use good configuration management practices that make deploying from one environment to another faster and easier.
4. Use development, Quality Assurance, and production environments that are all identically configured, but using different passwords in each environment.
5. Track and deploy new software updates and patches in a timely manner to each deployed environment.
6. Employ a strong application architecture that provides effective, secure separation between components.
7. Run scans and conduct audits on a regular schedule to detect misconfigurations or missing patches.
Cross-Site Scripting (XSS)
Cross-Site Scripting (XSS) flaws occur whenever an application includes untrusted data in a new web page without proper validation or escaping or an application updates an existing web page with user-supplied data using a browser API that can create HTML or JavaScript [1]. XSS allows attackers to execute scripts in the victim’s browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites [1]. Most modern browsers protect against XSS attacks. For instance, Internet Explorer defaults to a protection mode that prevents scripts from executing directly on the broswer.

Some of the other countermeasures to Cross-Site Scripting include:
1. Input from all sources should be properly validated to check for length, type, syntax, and business rules.
2. As often as possible, accept only known good values, rather than sanitizing (this is a positive security model)
3. Use strong output encoding schemes for encoding all characters.
Using Components with Known Vulnerabilities
Components, such as libraries, frameworks, and other software modules, run with the same privileges as the application [1]. If a vulnerable component is exploited, such an attack can lead to serious data loss or server takeover [1]. Applications and APIs using components with known vulnerabilities may undermine application defenses and enable various attacks and impacts [1].

Some of the countermeasures to use of components with known vulnerabilities include:
1. Always upgrade to latest versions of any applications since most vendors do not create vulnerability patches for old product versions. This is based on the fact that most problems are fixed in new releases.
2. According to OWASP’s recommendations, software maintenance projects should have processes in place to perform the following tasks: 
a. Identify all components and the versions being used, including their dependencies.
b. Monitor the security of these components in public databases, project mailing lists, and security mailing lists, and keep them updated. 
c. Establish security policies governing component use, such as requiring certain software development practices, passing security tests, and using acceptable licenses.
3. Where appropriate, consider adding security wrappers around components to disable unused functionalities and secure weak or vulnerable aspects of the component.
Broken Access Control
Most systems have loopholes in provision of restrictions on what authenticated users are allowed to do [1]. Attackers can exploit these flaws to access unauthorized functionalities and/or data, access other users’ accounts, view sensitive files, modify other users’ data, change access rights, among others [1].

Some of the countermeasures to broken access control include:
1. The application enforcement mechanism should deny all access to objects by default.
2. The application should be designed in such a manner that it requires explicit grants to specific roles for access to every function.
3. In cases where some functions are involved in a workflow, ensure that the conditions are in the proper state to allow access.
4. Implement checks in the controller or business logic layers without reliance on the presentation layer for flow control to unauthorized functions. 
Insecure Deserialization
Insecure deserialization often leads to remote code execution [1]. In addition, it can open avenues for attacks like replay attacks, injection attacks, and privilege escalation attacks [1]. It is hence good practice to ensure that all objects and components are properly serialized.
XML External Entities (XXE)
Many older or poorly configured XML processors evaluate external entity references within XML documents [1]. Such entities can be used to disclose internal files using the file URI handler, internal file shares, internal port scanning, remote code execution, and denial of service attacks [1]. Hence, proper configuration of XML processors is a paramount requirement towards ensuring good web application security.
Insufficient Logging & Monitoring
Insufficient logging and monitoring, coupled with missing or ineffective integration with incident response is a major loophole that allows attackers easily attack systems, maintain persistence, pivot to more systems, and tamper, extract, or destroy data [1]. It is thus critical to have mechanisms in place that create logs and monitor any activities occurring on web applications.

Best Practice towards Web Application Security
The best approach towards ensuring web application security is to establish software design requirements appropriately as you factor security right from that point. In addition, it is recommended to use at least some coding standard to enhance on security. Some of the most common standards for web application security include the Open Web Application Security Project (OWASP), the Common Weaknesses Enumeration (CWE), CERT coding standard, among others. Lastly, it is prudent to test your software appropriately before launch and during usage. These may be achieved through static analysis, dynamic analysis, and hybrid analysis with test outcomes put into consideration.

At the bottom line, there is need to integrate security in the System Development Life Cycle (SDLC). Why integrate security into the SDLC? Discovering and resolving vulnerabilities earlier in the SDLC helps ensure application security. In contrary, identifying, and trying to fix security issues in an already released application is much more difficult and ends up to as an expensive venture.

Summary
The topic has exposed you to web application security. The OWASP top 10 2017 list of web application security threats has been the basis for the topic. A description of each of the threats and their countermeasures has been covered. The topic concludes by outlining the best practice towards web application security. The next topic will explore how web security should be integrated in the System Development Life Cycle (SDLC).

Check Points
1. Describe the information security landscape with a focus on web application security.
2. Discuss the misconception affecting most organization towards addressing web application security risks.
3. Differentiate between the role of OWASP and WASC towards achieving web application security.
4. Discuss any three top 10 2017 OWASP web application security risks with their countermeasures.
5. Discuss the best practice towards ensuring good web application security.

Learning Resources
Core Textbooks
1. https://owasp.org
2. https://projects.wedappsec.org 
Other Resources
3. https://www.w3schools.com/php/DEFAULT.asp 
4. https://www.tutorialspoint.com/php/index.htm 
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