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How to perceive and assess a critical need and
design a tailored solution
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1. Global security challenges summa
Redefinition of Power

- Global political change

Domination of idealist perception over realist per

Triumph of liberalism — Democratization as a tre

IDEALISM
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1. Global security challenges summa
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- Globalization intensification

The influence of liberal ideology

- The idea for freedo
through free movem
of people goods ca
and services
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Redefinition of Power

trend of modernization along with democratization

e

Influence of values ' z,lu T

L Possibility to improve
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Redefinition of Power

PYRAMID OF POWER
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Redefinition of Power

cent history has shown that
frastructures can be damaged and
at disruption of critical processes
an have far reaching

- Technical failure or human error,

- War
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-The 11 September 2001 terrorist attacks in the United €
given new dimension to the concept of security...

TBREAKING NEWS
TWO PLANES CRASH'INTO TOWERS
OF WORLD TRADE CENTER
’

-Destruction and confiscation C
enemy’s Dbattlefield capabilitie:
occupation of enemy’s manedver
space is no longer criteria for success
in fighting modern terrorism
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The only way to succeed in this is by attacking the weakest points
enemies (two weak points so far).

Th: first Lif[;u%‘ s mod DL HHH inf,» u " The second weak point identi
|6, 5 i';:‘mu:  “," ‘_‘j“‘j’ o o f’*’ o [ AQAM is western values (pur
:‘,;fu;:_ infrastr }w ;:;,; UJ u e people, stability, peace, and prosperit
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How???

AQAM have proven that is easy to employ modern systems we rely up
them against us

Terrorist attacks on the subway
and the railway in Bali, London,
Madrid, Mumbai, Moscow, Bo
confirmed that pouring mor
for protection doesn’t provi
barrier as it does to the
threats.
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Development of in virtual security vacuum (after the ¢
communism) has made them

"""""""""""""""""""""""""""

ke NFAN ING

The architects of these networks and
infrastructures were mainly concerned with

. In fact, the cost reduction and
efficiency was their highest priority. At the

same time the growing dependence on these
networks had not been matched by parallel
focus on their security.

errorism in the
n Heartland!

¢
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Why?727?

Stephen Flynn argues

(Flynn, 2004).

evertheless this wasn’t the only weak point that US and Coalitio
rotect.
ere is far more complex and abstract point that remained unprote
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The only way to succeed in this is by attacking the weakest points of
enemies (two weak points so far).

The first one is modern civilian systems
(i.e. sophisticated networks of services
nd infrastructure that move people,
oods, energy, money, and information
higher volume and greater velocities).
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HOW?

Tactics to attack
ensure wellness and prospe
especially

have created unimagined
and
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Why is this a problem?

hat they
national

-On the other hand after
Cold War free '

Boston how to protect this?
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Why is this a problem?

-Thus the that build modern
have begun to ensure

-Ensuring the continuous provision of
essential services to the population (in
to achieve wellness and prosperity) still
remains as a core state responsibility.
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1. Global security challenges summary

2. Why do we need to protect Critical Infrastructu

3.

4. Conclusion
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3.

)

What will be the best way to organize critical infrastructures protectio
natural disasters?

Avoid cascade effects!
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Recent history has shown that infrastructures can indeed be damaged
disruption of critical processes can have far reaching social and econo

Researchinstitutions

Hazardous materials

Health care
Fimance and insurance
Emergency and
rescue services
Ensrgy supply Water supply, waste
[electricity, oil. natural gas) disposal

Information and
communications technology

Transport, traffic and logistics,
postal service

www.bmi.bund.de
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Many governments believe that ability of one’s system to withstand,
to the new situation and to bounce back would be best way to respon
disasters
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In practice this means that

Best way to achieve this is through
critical infrastructures that need to
protected

Intedigence
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3.

Many countries apply the so called “all-hazards” approach and linke
identification

The benefit of applying “all-h
approach is that it enables the cou
develop comprehensive protection
regardless of the threat
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To achieve such capacities all stakeholders (public and private) need t
their security systems to a point where the system is able to recover fro
to restore it either to its original state or to a modified state based on ne
requirements.

In other words to create greater resilience.

The Courage to Come Back
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Three other reasons also urge countries that apply comprehensive all
approach and resilience in their national security strategies to identify
Infrastructures that need protection.

- First it is more practical (for the operational level),
- Second technical reason (i.e. achieving necessary standardization) an

Financial reasons (it is les costly)
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3.

International trends and experience in this area also show that in gene
are using two models of prioritization (i.e. identification of critical infra

- First model, countries distinguish between critical infrastructures that d
greater level of attention

- Second, countries identify vital points within a critical infrastructure
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Risk Analyses
Criticality analysis
Risk identification
Threat analysis and scenario development
Vulnerability analysis
Risk calculation
Comparing and evaluating risks
Preventive measures and strategies
Risk reduction
Risk avoidance
Risk shifting
Acceptance of risks (residual risks)
Property insurers’ experience with damages
Crisis management — strategy

valuating risk and crisis management
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