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Cryptocurrencies: 
A Peer-to-Peer Electronic Cash System 



Cryptocurrencies:  Bitcoin wallets 

https://www.bitcoin.com/choose-your-wallet/xapo 

 
 

In Bitcoin, a private key is a 256-bit number,  
which can be represented one of several ways. 

http://bitcoin-wiki.com/bitcoin-wallet/ https://courses.cs.ut.ee/2015/  
infsec/fall/Main/PKC-PKI 
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Cryptocurrencies:  The bitcoin Ledger 

• When one bank sends money to  
another, no physical currency  
changes hands. 

•  Banks and settlement systems use  

central electronic ledgers to track  

assets. 

• But they can be slow and  inefficient, 
often relying on faxes or  manual input. 

• That not only wastes time but racks  up 
fees. 

•  The system is also open to hacking  and 
fraud. 

 
https://www.ft.com/content/454be1c8-2577-11e5-9c4e-a775d2b173ca 
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• Initial Coin Offerings can be  considered 
as an alternative form of  crowdfunding 
that has emerged  outside of the 
traditional financial  system. 
• An Initial Coin Offering is an event  that 
usually extends over a period  of one 
week or more and in which  everyone is 
allowed to purchase  newly issued tokens 
in exchange  for established 
cryptocurrencies like  Bitcoin (BTC) or Ether 
(ETH). 
• There are different models: 

• Static goal and static price 

• Dynamic goal and dynamic price 

• Dynamic goal and static price 

Cryptocurrencies:  Initial Coin Offering 

https://www.cryptocompare.com/coins/guides/how-does-an-ico-work/ 

“Remember not to invest more than  
what you can afford to lose and to  
research the technology and team  
behind the project. Good luck!” 

http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/
http://www.cryptocompare.com/coins/guides/how-does-an-ico-work/


Cryptocurrencies:  Initial Coin Offering 

• ICO Period: 20 July 2014 – 2 September 2014 

• Funds gathered (USD): $18,439,086 

• Funds gathered (BTC): 31,529.49 

• Tokens distributed: 60,000,000 

 
“Remember not to invest more than  what you can 
afford to lose and to  research the technology and team  
behind the project. Good luck!” 

 
https://www.cryptocompare.com/coins/guides/how-does-an-ico-work/ 
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Cryptocurrencies:  Purchase Bitcoin. 



Cryptocurrencies: Disasters (Mt. Gox Jed McCaleb, Nicehash) 

https://www.theguardian.com/technology/2017/  
dec/07/bitcoin-64m-cryptocurrency-stolen-hack-  
attack-marketplace-nicehash-passwords 

https://blockonomi.com/mt-gox-hack/ 
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Blockchain Technologies 



Blockchain Transactions 

https://blockexplorer.com/ 



Blockchain technology 

https://www.ft.com/content/eb1f8256-7b4b-11e5-a1fe-567b37f80b64 
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• Major technologies that  
make Bitcoin include: 

• Hashes 

• Digital signatures 

• Public key cryptography 

• P2P 

• Proof of Work 

Executing Transactions - Trading 

https://www.ft.com/content/eb1f8256-7b4b-11e5-a1fe-567b37f80b64 
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https://bitcoinexchangeguide.com/blockchain-distributed-ledger-technology/ 

Processing Transactions - Mining 



Processing Transactions - Mining 



Blockchain Platforms 



Ethereum Platform 

https://www.ethereum.org/ 

http://www.ethereum.org/


Hyperledger Platforms 

https://www.hyperledger.org/ 

http://www.hyperledger.org/


Killer Apps:  Payments 

https://due.com/blog/blockchain-payments/ 



Killer Apps:  Registries 

https://www.euractiv.com/section/digital/news/notaries-turn-blockchain-into-ally-in-digital-transactions/ 
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Killer Apps:  Internet of Things 

https://www.forbes.com/sites/bernardmarr/2018/01/28/  
blockchain-and-the-internet-of-things-4-important-benefits-of-  
combining-these-two-mega-trends/#635c031c19e7 

http://www.forbes.com/sites/bernardmarr/2018/01/28/


Killer Apps: 
Media and Entertainment 

https://www.forbes.com/sites/nelsongranados/2018/01/04/  
what-blockchain-has-in-store-for-media-and-entertainment-  in-
2018/#3045f0b771f4 
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Killer Apps: 
Supply Chain Management 

https://www2.deloitte.com/us/en/pages/operations/articles/blockchain-supply-chain-innovation.html 



Killer Apps:  Digital Identities 

https://www.ictworks.org/blockchain-use-cases-self-sovereign-digital-identities/#.Ws4yGdNuZBw 
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Smart Contracts[1] 

• “A set of promises, 

• specified in digital form, 

• including protocols 

• within which the parties perform on these promises.”  

Nick Szabo, 1996 

 
However …. 

• Smart Contracts may not be ‘Smart’ 

• Smart Contracts may not be ‘Contracts’ 



Framework for Comparing Costs & Trade-offs  
(Coase)[1] 

Decentralized Centralized 



Incumbents’ Choices of Databases[2] 

Traditional Databases 
Trusted Party Hosts Data 

Trusted Party can Create, Read,  
Update, & Delete (CRUD) 

Client Server Architecture 

Access 
 
Client Server Permissioned Permissionless 

Private Blockchain 
Known Participants 

Private Write Capability 

Append Only Timestamped Log  

Publicly Verifiable 

No Native Currency Needed 

Public Blockchain 

Unknown Participants 

No Central Intermediaries  

Public Write Capability  

Peer to Peer Transactions  

Native Tokens & Incentives 

? ? 

? ? 
? 



Initiatives[2] 

Real Time Gross Settlement 
• Brazil, Canada (Project Jasper), Europe and Japan (Project Stella), Singapore (Project  

Ubin), South Africa (Project Khokha) 
 

Digital Currency 

• Central Bank Claim: Bahamas (Sand Dollar), Ecuador (Dinero Electrónico), Iran  
(Payman), Sweden (E-Krona) 

• Commercial Bank Claim: Philippines (ePiso), Senegal (eCFA), Tunisia (e-Dinar) 

• Possible Hybrid: China (Digital Currency Electronic Payment) 

• Commodity Backed: U.K. (Royal Mint Gold), Venezuela (Petro) 

• Other: Dubai – emCash, Saudi & UAE (cross-border pilot), Uruguay (Digital Peso) 



Truths[2] 

• Nakamoto solved the payments riddle - avoiding double spending 

• Money is but a social & economic construct 

• We already live in an age of digital money 

• Append-only logs & multiparty consensus provides a peer-2-peer alternative 

• Blockchain technology can address verification and networking costs 

• Adoption rests on addressing comparative viability & value proposition 



Truths[2] 

• Crypto markets are rife with scams, fraud, hacks & manipulation 

• Cryptocurrencies have evolved into a speculative asset class 

• Crowdfunding built on smart contracts & ICOs raised nearly $30 billion 

• Lightly & non regulated markets provide retail investors direct way to trade 

• The potential, though, to be a catalyst for change is real 
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