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GOZALI EFFECT

Most ridiculous digital information ethical problem..
Also made me sad at the same time
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ethics The principles that guide people behavior toward others within 

community.

information ethics Govern the ethical and moral issues occurred from 

the usage and other related activities of information technologies, as well 

as the creation, collection, duplication, distribution, and processing of 

information itself (with or without the aid of computer technologies).

confidentiality The assurance that messages and information remain 
available only to those authorized to view them.

privacy A person’s  right to be to have own circumstance, time and 
other condition whenever the person want to be, to have control over 
personal possessions, and not to be observed without the person’s 
consent.

DEFINITIONS
(Baltzan, 2020)
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copyright The legal protection afforded an expression of an 
idea, such as a song, book, or video game.

counterfeit software Software that is manufactured to look 
like the real thing and sold as such.

digital rights management A technological solution that 
allows publishers to control their digital media to discourage, 
limit, or revent illegal copying and distribution.

intellectual property Intangible creative work that is 
embodied in physical form and includes copyrights, 
trademarks, and patents.

patent An exclusive right to make, use, and sell an invention 
granted by a government to the inventor.

pirated software The unauthorized use, duplication, 
distribution, or sale of copyrighted software.

Pirated Movie / Music

DEFINITIONS
(Baltzan, 2020)
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Is there any type of 

information that we don’t 

have to treat it ethically ? 

This chapter focus on:

Collect

Capture

Store

Use

Protecting 

ETHICAL 

MANNER

Information 

every single information 

data has to be protected 

unexceptionally 

NO.

• Personal Information is 

extremely Important, especially 

for Western people (Also for 

everyone)

• Justin’s Story

But, is required by the law. Proof ?

Not just a nice thing to do to our customer or Employee

BSSN 

Est: 2017 

Function: Conduct Cyber

security in Indonesia

CISA

Est: 2018 

Function: to understand, manage, and reduce risk 

to our cyber and physical infrastructure. Created 

by President Donald Trump

All activities must

be conducted within



6(Acadia,  2022)

In 2018, FB Biggest drop in a 

single day over 5 years 

Do customers really care about data 

privacy when they are looking to 

spend money? YES!

According to a global survey of

6,000
customers

Trustful

Company

INCREASES

Customer satisfaction

UP TO 40%

Willing to spend 
(Shop) more

DATA 
BREACH

STOCK 
PRICE

(Liao, 2018)
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TRUST

Consumer
Company

Business PartnersSupplier

• Trust among companies, 

customers, partners, and 

suppliers is the support 

structure of e-business.

• Privacy is one of its main 

ingredients.

• Consumers’ concerns that 

their privacy will be violated 

because of their interactions 

on the web continue to be one 

of the primary barriers to the 
growth of e-business.

Baltzan, 2020
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OUR PEOPLE’S AWARENESS OF 

INFORMATION ETHIC AND 

SECURITY IS VERY LOW

Breach Incident of Official’s
Personal Information

@hanifwildanwin 
"Punten datanya bapak presiden aja
bocor apalagi kita-kita sebagai rakyat
biasa“

@delrellove 
"Makin gak percaya aja sama apk
pemerintah, parah banget itu data 
pribadi presiden bisa kesebar"

Younger Generation MUST develop better 

awareness and understanding of this issue 

because they are all technology users

(Bestari,  2022)



Are we going to analog era again to keep our information safe?

HOW DO WE FIX THE SITUATION ?

Metamask is suggesting to 
combine analog and digital 
security

(Genç, 2021)



ETHIC
The principles and
standards that guide
our behavior toward
other people.

CONFIDENTIALITY

The assurance that messages and
information remain available only to
those authorized to view them.

INFORMATION 

ETHIC
Govern the ethical and moral issues arising from the
development and use of information technologies, as well as
the creation, collection, duplication, distribution, and
processing of information itself (with or without the aid of
computer technologies).

PRIVACY
The right to be left alone when you want to be,
to have control over your personal possessions,
and not to be observed without your consent.

ETHIC BASIC CONCEPT

Baltzan, 2020
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Legal but 

Unethical

Illegal and 

Unethical 

Illegal but 

Ethical
Legal AND 

Ethical

QUADRANT 
III

QUADRANT 
IV

QUADRANT 
I

QUADRANT 
II

ET
H

IC
A

L
U

N
ET

H
IC

A
L

LEGAL ILLEGAL

QUICK PRACTICE

1. Paying under minimum wage

2. Child labour

3. Employing foreigner when his/her 

working permit is still on process

4. Selling Alcoholic drink at school

5. Giving a cashback to a 

complaining customer

QIII

QI

QII

QII

QIV

ETHIC

Baltzan, 2020



INFORMATION DOES NOT HAVE ETHICS; PEOPLE DO

Ethical Guidelines for Information Management INFORMATION SECRECY

INFORMATION GOVERNANCE

INFORMATION MANAGEMENT

INFORMATION COMPLIANCE

INFORMATION PROPERTY

Ethical Guideline about data protection; data 
authorization; source authenticity

An Ethical Guideline system that regulate the control  and 
management of Information

Ethical Guideline about the definition, uses, value, distribution of 
Information

Ethical Guideline about how people should comply to the ethic 
when conforming, approving and producing an information 

ETHIC

Ethical Guideline that focuses on the owner of personal 
information and regulate how those can be sold/distributed

Baltzan, 2020



Since Ethic is an unwritten code …
(intangible/invisible)

So it brought alive into policies

“Treating sensitive corporate information as a 
valuable resource”

Good Management

Responsible 

Management

“Building a corporate culture based on ethical 
principles that employees can understand and 
implement”

ETHIC

E-POLICIES

“Policies and procedures that address information management 
along with the ethical use of computers and the Internet in the
business environment” Baltzan, 2020

Baltzan, 2020



E-POLICIES IN A NUTSHELL

Ethical Computer 

Use Policy

Information

Privacy Policy

Acceptable Use 

Policy

Email

Privacy Policy

Social Media 

Policy

Workplace 

Monitoring Policy

“General principles to guide computer 
user behavior”

General Data

Protection 

Regulation

If an organization doesn’t process an 
individual‘s data in the correct way, it can 
be fined

• Not using the service as part of violating 
any law.

• Not attempting to break the security of 
any computer network or user.

• Not posting commercial messages to 
groups without prior permission.

AUP

Indonesia ?

• For instance, a sent email is stored on at least 
three or four computers.

• Simply deleting an email from one computer 
does not delete it from the others

Domino’s 
Pizza 
incident

A policy that outline the corporate 
guidelines or principles governing 
employee online communications

The practice of employers overseeing the activity 
of their employees in the workplace with the goal 
of ensuring that workers are being productive (1). 
In this case, a monitoring the digital activities.

(1) (Stanley, 2021)

Baltzan, 2020



GDPR-like Law 
in other countries

(Nurhanisah, 2021)

Personal Information Protection 

Law (PIPL)of the People's 

Republic of China (2021)

Personal Information Protection 

and Electronic Documents Act 

(PIPEDA) of Canada (2000)

Malaysia's Personal Data 

Protection Act 2010

And many more…



CYBERATTACK

(1) (Fichtner, 2022)

(2) Baltzan, 2020

TYPE OF CYBERSECURITY ATTACK

1. Malware uses a vulnerability to breach a network when a user clicks a “planted”

dangerous link or email attachment, which is used to install malicious software inside

the system.(1)

2. Virus is software written with malicious intent to cause annoyance or damage (2)

3. Worm The primary difference between a virus and a worm is that a virus must attach

to something, such as an executable file, to spread. Worms do not need to attach to

anything to spread and can tunnel themselves into computers. (2)

4. Trojan

5. Ransomware

6. Spyware

7. Adware (not really a cyberattack)

8. Scareware

9. Denial-of-Service (DOS) attack

10. Phising

Malware

Example of Phising



CYBERATTACK

(Carter, 2021)

10 BIGGEST CYBER ATTACKS IN HISTORY

2. NASA Cyber Attack

In 1999, 15 year old James Jonathan was able to hack and shutdown NASA’s computers

for 21 DAYS! Around 1.7M software were downloaded during the attack, which cost the

space giant around $41,000 in repairs.

3. The 2007 Estonia Cyber Attack

4. A Cyber Attack on Sony’s PlayStation Network

5. Adobe Cyber Attack

6. The 2014 Cyber Attack on Yahoo

7. Ukraine’s Power Grid Attack

8. 2017 WannaCry Reandomsware Cyber Attack

9. A Cyber Attack on Marriott Hotels went unnoticed for years

10. The biggest password leak yet

The Melissa Virus
1. The Melissa Virus

One of the earliest and biggest cyber threats was started by the Melissa Virus. In 1999,

the Melissa Virus was unleashed by programmer David Lee Smith by sending users a file

to be opened by Microsoft Word. The virus caused severe destruction to hundreds of

companies, including Microsoft. It is estimated that repairing the affected systems cost

around $80M.



Protecting Company/Organization Information

Protection of 

Personal 

Information

Protection 

Company/

Organization

Information

• Patents

• Expertise of worker 

• Secret recipe for a food/bev product, 

• High level of business training 

• Transactional information

• Analytical information

• And more..

2 LINE OF DEFENSES TO PROTECT THESE

FIRST LINE OF 
DEFENSE:

PEOPLE
Ex: 

Policy, Security plans

FIRST LINE OF 
DEFENSE:

TECHNOLOGY
Ex: 

Antivirus, Infrastructure 

upgrade, etc
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We have been presented a list of MIS 
Business Concerns

SEE ?

• Unawareness of 

Information Ethic

• Data Breach

• Information 

Misusage

• Trust Issues

• Personal Data 

Privacy

• Cyberattack

• And more….

THUS, 
the ethic & security of information is 
extremely important for us.
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STUDENT ACTIVITY

(Baltzan, 2020)



End of Presentation

21



22

References

Baltzan, P. (2020). M: Information systems (5th ed.). McGraw-Hill.

Acadia. (2022). The importance of customer privacy and security — Lift361.com. https://www.lift361.com/our-thinking/the-importance-of-

customer-privacy-security

Bestari, N. P. (2021). Heboh Sertifikat Vaksin COVID-19 Jokowi Beredar Di internet. CNBC Indonesia. 

https://www.cnbcindonesia.com/tech/20210903113653-37-273433/heboh-sertifikat-vaksin-covid-19-jokowi-beredar-di-internet

Carter, L. (2021). 10 biggest cyber attacks in history. Clear Insurance. https://clearinsurance.com.au/10-biggest-cyber-attacks-in-history/

Fichtner, E. (2022). Top 10 common types of cybersecurity attacks. Datto. https://www.datto.com/blog/cybersecurity-101-intro-to-the-top-10-

common-types-of-cybersecurity-attacks

Genç, E. (2021). A crypto phishing bot is targeting MetaMask seed phrases. Decrypt. https://decrypt.co/69740/a-crypto-phishing-bot-is-

targeting-metamask-seed-phrases



23

References

Liao, S. (2018). Facebook stock tanks after data breach report, shaving billions off company’s market value. The Verge. 

https://www.theverge.com/2018/3/19/17139642/facebook-stock-fall-market-cap-data-breach-cambridge-analytica

Nurhanisah, Y. (2021). RUU PDP: Jenis data Pribadi Yang Wajib Dilindungi. Indonesia Baik. https://indonesiabaik.id/infografis/ruu-pdp-

jenis-data-pribadi-yang-wajib-dilindungi

Stanley, L. (2021). Business Courses / Information Systems: Tutoring Solution / Decision Support Systems: Tutoring Solution Workplace 

Monitoring: Methods, Ethics & Laws. Study.com. https://study.com/academy/lesson/workplace-monitoring-methods-ethics-laws.html


