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Summary of previous Lecture

1. Overview of Multi-threading in Java, 

2. Synchronization, 

3. Interthread Communication, 

4. Thread Groups and 

5. Thread Priorities
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Agenda

1. Overview of Application protocol

2. Application Protocol Specifications, 

3. Application Protocol Implementation, 

4. HyperText Transfer Protocol and Java, 

5. Common Gateway Interface (CGI) 
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Overview of Application protocol

In the context of Java programming, an application protocol refers to a set of rules or
guidelines that govern the communication between two or more software applications.

An application protocol can be viewed as rules that specifies how two or more
software components or applications will in interact with each other, including the
format of messages exchanged, their meaning, and the sequence in which they are
exchanged.
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Overview of Application protocol+

In Java, an application protocol can be implemented using a variety of techniques, such as:

1.Simple request-response protocol:

sends a request message to another application, and the receiving application responds with
a message that contains the requested information. This can be implemented using Java's
socket programming APIs to establish a client-server connection and exchange messages
between them.

2. Remote procedure call (RPC) protocol:

allows a client application to invoke a procedure or function that is executed on a remote
server. Java's Remote Method Invocation (RMI) is an example of an RPC protocol, which
allows Java objects to invoke methods on remote objects over a network.
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Overview of Application 
protocol+

In Java, an application protocol can be implemented using a variety of techniques, such as:
3. Web service protocol: This type of protocol is used to enable communication between applications over

the internet using XML-based messages. Java provides various APIs, such as JAX-WS and JAX-RS,
for implementing web services that conform to industry standards such as simple Object Access
Protocol-SOAP and Representational State Transfer-REST.

4. Messaging protocol: is used for asynchronous communication between applications, where messages
are sent and received on a message broker or middleware. Java's Java Message Service (JMS) API
provides a standard way for Java applications to send and receive messages using messaging protocols
such as Message Queuing Telemetry Transport-MQTT and Advanced Message Queuing Protocol-
AMQP.

Overall, application protocols in Java are crucial for defining the communication between software
components or applications and can be implemented using various techniques depending on the specific
requirements of the application.
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Application Protocol Specifications

refer to a set of detailed rules and guidelines that govern the communication between two or more software
applications.

These specifications typically define the structure and format of messages exchanged between the applications,
the order and sequence of messages, and the rules for error detection and handling.

Application Protocol Specifications play an important role in client-server application programming by
defining the rules and guidelines for communication between the client and server applications.

These specifications describe how data is transmitted between the client and server, the message format, the
order and sequence of messages, and any error detection and handling mechanisms.

In client-server application programming, the client and server applications communicate with each other by
exchanging messages that conform to a specific protocol. The protocol provides a common language for the
client and server to exchange data, and defines the rules and formats for the messages that are transmitted.
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Application Protocol Specifications+

The application protocol specification helps ensure that client-server applications interoperate correctly and
reliably. It provides a clear and unambiguous description of how the client and server applications should
communicate with each other. This includes details such as data types, encoding schemes, and message
formats used in the communication.

When programming a client-server application, it is important to carefully define the application protocol
specification before any coding is done. This ensures that the client and server applications can
communicate effectively and that any potential issues or conflicts are identified and resolved early in the
development process.

Some commonly used application protocols in client-server application programming include HTTP,
SMTP, FTP, and RPC protocols. These protocols provide a standardized way for client and server
applications to communicate and exchange data.
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Application Protocol Implementation

refers to the process of implementing the rules and guidelines specified in the application
protocol in order to establish communication between two or more software applications.

This process involves designing and developing the software components required for
communication, as well as configuring the necessary hardware and network infrastructure.

The implementation of an application protocol involves several steps, including:

1.Designing the protocol: This involves defining the structure and format of messages
exchanged between the applications, the order and sequence of messages, and the rules
for error detection and handling. The protocol design should also take into account
security and authentication requirements.
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Application Protocol Implementation+

The implementation of an application protocol involves several steps, including:

2. Developing the software components

The software components required for implementing the protocol are developed
using programming languages such as Java, Python, C++, or other languages.
These components include client and server applications, as well as libraries and
APIs that support the protocol.
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Application Protocol Implementation++

3. Configuring the network infrastructure: The network infrastructure must be configured
to enable communication between the client and server applications. This includes
configuring firewalls, routers, and other networking equipment.

4. Testing and validation: Once the software components and network infrastructure are in
place, the protocol implementation is tested and validated to ensure that the
applications can communicate effectively and reliably. This includes testing for error
handling, performance, and security.

5. Deployment and maintenance: Once the protocol implementation has been validated, it
can be deployed for use. Ongoing maintenance is required to ensure that the protocol
remains up-to-date and continues to function correctly.

Client-Server Application Programming 14



Application Protocol Implementation+++

The most enjoyable part of learning network programming is putting the network
theory that you've learned into practice, by writing real-life applications that interact
with other Internet services or clients.

it's time to write some code.

In the following sections, we'll examine and code two protocols—SMTP,, and
HTTP.
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SMTP Client Implementation

The Simple Mail Transfer Protocol is used to send messages of various types between users over a TCP/IP
network. It should be noted that this protocol assumes that some other method is used to actually read the
messages, thus allowing a more stable, flexible, and robust global e-mail system. By separating delivering
messages from reading, things are made much simpler.

we'll write a basic SMTP client that allows the user to send a text message to a specific e-mail address. If you
require something more elaborate, such as multiple senders or attachments, you could modify the code yourself
as a programming exercise, or use the JavaMail API covered earlier in this cause; it provides prewritten support
for advanced mail features.

The client written here offers a good example of networking, while minimizing such supporting code as that for a
user interface. For this reason, simple text-based input is used, and the commands sent to the server are displayed
to help the reader understand how the protocol works.
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SMTP Client Implementation
Code for SMTPClientPro class
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This SMTPClientPro Application runs based on a total of 8 methods including the main(String 
args[]) method and SMTPClientPro() constructor. The other method include: 
readResponseCode(), writeMsg(String msg), closeConnection(), sendQuit(), sendEmail() and 
getInput(). A long side a number of class/global variables as seen below.



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Methods Summary
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SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Methods Summary
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SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro() Constructor details
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SMTPClientPro(): Constructor method that initializes an instance of the SMTPClientPro class. The method calls the getInput() and sendEmail()

methods to obtain user input and send an email message, respectively.



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class main() method details
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STMPClientPro Class readResponseCode() method details

main(): This method creates an instance of the SMTPClientPro
class to start sending messages.

readResponseCode(): This 
method reads the SMTP 
response code for an error 
message and returns the code 
as an integer value.



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class writeMsg(String msg) method details
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STMPClientPro Class closeConnection() method details

writeMsg(): This method writes a protocol 

message both to the network socket and to the screen.

closeConnection(): This 
method closes all readers, 
streams, and sockets.



SMTP Client Implementation
Code for SMTPClientPro class+
STMPClientPro Class sendQuit() method details
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sendQuit(): This method sends the QUIT protocol message to the server and terminates the connection.
sendEmail(): This method sends an email message via SMTP. It opens a socket connection to the SMTP server and
follows the SMTP protocol to send the message.
getInput(): This method obtains input from the user, including the SMTP server hostname, sender email address,
recipient email address, subject, and message body. It reads input from the console using BufferedReader.



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class sendEmail() method details; This is the method with the largest number of lines of 
code in thei program. We will therefore use another approach to explain its code.
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protected void sendEmail() throws Exception{ 

System.out.println("Sending message now: Debug below" ); 

System.out.println("-------------------------------------"); 

System.out.println("Opening Socket");

socket = new Socket(this.hostname,this.port); 

System.out.println( "Creating Reader & Writer");

br = new BufferedReader(new InputStreamReader(socket.getInputStream())); 

pw = new PrintWriter(new OutputStreamWriter(socket.getOutputStream())); 

System.out.println( "Reading first line“ ); 

int code = readResponseCode(); 

if(code != 220){ 



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class sendEmail() method details; This is the method with the largest number of lines of code in thei program.
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socket.close(); 

throw new Exception("Invalid SMTP Server"); 

} 

System.out.println("Sending helo command"); 

writeMsg( "HELLO " +InetAddress.getLocalHost().getHostName()); 

code = readResponseCode(); 

if(code != 250){ 

sendQuit(); 

throw new Exception("Invalid SMTP Server"); 

} 



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class sendEmail() method details; This is the method with the largest number of lines of code in thei program.

Client-Server Application Programming 26

System.out.println("Sending mail from command"); 

writeMsg("MAIL FROM:<"+this.from+">");

code = readResponseCode(); 

if(code != 250){ 

sendQuit(); 

throw new Exception("Invalid from address"); 

} 

System.out.println("Sending rcpt to command"); 

writeMsg("RCPT TO:<"+this.to+">"); 

code = readResponseCode(); 

if(code != 250){ 

sendQuit(); 

throw new Exception("Invalid to address"); 

} 



SMTP Client Implementation
Code for SMTPClientPro class+
STMPClientPro Class sendEmail() method details; This is the method with the largest number of lines of code in thei program.
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System.out.println("Sending data command"); 

writeMsg("DATA");

code = readResponseCode(); 

if(code != 354){ 

sendQuit(); 

throw new Exception("Data entry not accepted"); 

} 

System.out.println("Sending message"); 

writeMsg("Subject: "+this.subject); 

writeMsg("To: "+this.to); 

writeMsg("From: "+this.from); 

writeMsg(""); 



SMTP Client Implementation
Code for SMTPClientPro class+
STMPClientPro Class sendEmail() method details; This is the method with the largest number of lines of code in this program.
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writeMsg(body); 

code = readResponseCode(); 

sendQuit(); 

if(code != 250){ 

throw new Exception("Message may not have been sent correctly"); 

}else{ 

System.out.println("Message sent");

}

} //End of code



SMTP Client Implementation
Code for SMTPClientPro class+
STMPClientPro Class getInput() method details; This is the method with the second largest number of lines of code 
in this program.
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protected void getInput() throws Exception{ 

// Read input from user console 

String data = null; 

BufferedReader br = new BufferedReader(new

InputStreamReader(System.in)); 

// Request hostname for SMTP server 

System.out.print("Please enter SMTP server hostname: "); 

data = br.readLine(); 

if (data == null || data.equals("")) 

hostname="localhost"; 

else 

hostname=data; 



SMTP Client Implementation
Code for SMTPClientPro class+
STMPClientPro Class getInput() method details; This is the method with the second largest number of lines of code 
in this program.
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// Request the sender's email address 

System.out.print("Enter sender email address: "); 

data = br.readLine(); 

from = data; 

// Request the recipient's email address 

System.out.print("Enter Receiver email address : "); 

data = br.readLine(); 

if(!(data == null || data.equals(""))) 

to=data; 

System.out.print("Enter Subject: "); 

data = br.readLine(); 

subject=data; 



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class getInput() method details; This is the method with the second largest number of lines 
of code in this program.
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System.out.println("Enter plain-text message ('.' character 

on a blank line signals end of message):"); 

StringBuffer buffer = new StringBuffer(); 

// Read until user enters a . on a blank line 

String line = br.readLine(); 

while(line != null){

// Check for a '.', and only a '.', on a line 

if(line.equalsIgnoreCase(".")){ 

break; 

}



SMTP Client Implementation
Code for SMTPClientPro class+

STMPClientPro Class getInput() method details; This is the method with the second largest number of lines 
of code in this program.
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buffer.append(line); 

buffer.append("\n"); 

line = br.readLine(); 

} 

buffer.append(".\n"); 

body = buffer.toString(); 

}//End of method



SMTP Client Implementation
Code for SMTPClientPro class+ 
output
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The Program results into the output below after receiving user input. 
Awaits the server-side application.
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HTTP/1.0 Server Implementation

The HyperText Transfer Protocol (HTTP) originated as a means of sharing
documents across the Internet.

Since many documents are interrelated, the need to provide a link from one to the
other was identified, but given the fact that many researchers from around the world
were working independently, a single centralized document server was not the ideal
method. By placing a hyperlink over a word (such as a scientific term) or a phrase,
users would be able to jump instantly from one document to another, even though
the documents could reside on servers located in other countries.
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HTTP/1.0 Server Implementation+

Published as RFC 1945, HTTP became one of the most quickly adopted protocols, and led to
what we now know as the World Wide Web. Pioneered by Tim Berners-Lee and his colleagues
at the CERN scientific laboratories as a way to share scientific information, it quickly spread
to other parts of the academic world, and then to commercial and consumer markets.

The first, and most widely supported version, of HTTP is known as HTTP/1.0. This protocol
supports a simple set of commands for retrieving resources from a Web server, such as HTML
pages, images, documents, and other file types, as well as commands for posting information
to the Web server so as to allow for the interactivity and customization of Web pages. This
capability is particularly important for Web sites that support advanced features, such as user
customization or shopping carts.
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HTTP/1.0 Server Implementation+

The example below demonstrates how to write a multi-threaded HTTP server that
responds to requests from a Web browser, fetches files or Web pages, and sends them
back to the user. For the purposes of this example, we will use version 1.0 of the HTTP
protocol and support only the GET method, which is used for file retrieval.

Other methods, such as POST, are useful when designing interactive server-side
applications. However, for such uses it is advised that the reader consider using a
fully-fledged commercial server, and Java servlets (discussed in later chapters).
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HTTP/1.0 Server 
Implementation+WebServerPro code
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HTTP/1.0 Server 
Implementation+WebServerPro code+
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HTTP/1.0 Server Implementation+WebServerPro
code++start() method
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HTTP/1.0 Server Implementation+WebServerPro
code++main() start() method+
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HTTP/1.0 Server Implementation+WebServerPro
code++Class constructor()
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HTTP/1.0 Server Implementation+WebServerPro
code++Nested class (Handler)+its constructor
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HTTP/1.0 Server Implementation+WebServerPro
code++run() method
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HTTP/1.0 Server Implementation+WebServerPro
code++run() method+
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HTTP/1.0 Server Implementation+WebServerPro
code++run() method++
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HTTP/1.0 Server Implementation+WebServerPro
code++run()+++
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End of code

HTTP/1.0 Server Implementation+WebServerPro
code++run() method++++



HTTP/1.0 Server Implementation+WebServerPro
code Explained

The code Above represents a simple implementation of a web server in Java. Here's a summary of what
the code does:

The code defines a class called WebServerPro, which serves as the main class for the web server.

1. The WebServerPro class has a nested class called Handler which extends Thread. This class
handles incoming client requests on a separate thread.

2. The WebServerPro class has several member variables:

i. docroot stores the directory path where the HTML pages and other files are located.

ii. port stores the port number on which the server listens for incoming connections.

iii. ss is a ServerSocket object used to accept client connections.
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HTTP/1.0 Server Implementation+WebServerPro
code Explained

The Handler class represents a worker thread responsible for processing an individual client 
request. When a new request comes in, an instance of Handler is created to handle it.

The Handler class has several member variables:

1. socket represents the client socket for the current request.

2. pw is a PrintWriter used to send HTTP responses back to the client.

3. bos is a BufferedOutputStream used to write the response body.

4. br is a BufferedReader used to read the request from the client.

5. docroot stores the document root directory.
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HTTP/1.0 Server Implementation+WebServerPro
code Explained

The run() method in the Handler class is the entry point for the worker thread. It
reads the HTTP request line from the client, processes the request, and sends the
appropriate response back.

The sendFile() method in the Handler class is responsible for sending a file as the
response. It reads the requested file from the disk and writes it to the client
socket.

The sendDir() method in the Handler class generates an HTML listing of the files
in a directory and sends it as the response.
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HTTP/1.0 Server Implementation+WebServerPro
code Explained

The WebServerPro constructor initializes the docroot and port variables.

The start() method in the WebServerPro class is responsible for starting the server. It
creates a ServerSocket and listens for incoming connections in a loop. When a
connection is accepted, it creates a new Handler instance to handle the request.

In the main() method, a WebServerPro object is created, specifying the document root
directory and port number. Then, the server is started by calling the start() method.

Overall, this code provides a basic implementation of a web server that can handle HTTP
GET requests, serve static files, and generate directory listings.
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HyperText Transfer Protocol 
and Java

Client-Server Application Programming

Hypertext Transfer Protocol (HTTP) is a protocol used for communication between web
servers and clients, such as web browsers. It defines a set of rules and conventions for the
exchange of data over the internet. HTTP operates on top of the TCP/IP protocol suite
and typically uses port 80 for regular HTTP connections and port 443 for encrypted
HTTPS connections.

Java is a popular programming language that is widely used for developing a wide range
of applications, including web applications. Java provides robust libraries and
frameworks that support HTTP communication and make it easy to build HTTP clients
and servers.
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HyperText Transfer Protocol 
and Java

Client-Server Application Programming

In Java, there are several libraries and frameworks available for handling HTTP communication:

1. Java SE (Standard Edition): The core Java libraries include classes like java.net.URLConnection and
java.net.HttpURLConnection, which allow you to establish HTTP connections and send HTTP requests.
These classes provide basic functionality for making HTTP requests, but they require manual handling of
request and response processing.

2. Apache HttpClient: Apache HttpClient is a widely used open-source Java library that provides a more feature-
rich and user-friendly API for making HTTP requests. It simplifies the process of sending HTTP requests,
handling responses, managing cookies, and configuring request parameters.
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HyperText Transfer Protocol 
and Java

Client-Server Application Programming

3. Spring Framework: The Spring Framework is a comprehensive Java framework that offers various modules
for building enterprise applications, including web applications. The Spring Web module provides
abstractions and utilities for building HTTP clients and servers. It includes the RestTemplate class, which
offers a convenient way to interact with RESTful web services over HTTP.

4. JAX-RS (Java API for RESTful Web Services): JAX-RS is a Java specification that defines a set of APIs for
building RESTful web services. It includes client APIs that facilitate making HTTP requests to RESTful
endpoints. Implementations of JAX-RS, such as Jersey and Apache CXF, provide easy-to-use client APIs for
HTTP communication.
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HyperText Transfer Protocol 
and Java

Client-Server Application Programming

These libraries and frameworks provide different levels of abstraction and functionality for working
with HTTP in Java. They handle low-level details, such as establishing connections, managing
headers, and parsing responses, allowing developers to focus on application-specific logic.

Using these tools, Java developers can create HTTP clients to consume data from external APIs,
perform web scraping, or interact with web services. They can also build HTTP servers to handle
incoming requests, process data, and generate responses, enabling the development of web
applications and microservices in Java.
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Common Gateway Interface (CGI) 

The Common Gateway Interface (CGI) is a standard protocol that allows web servers to interact with external 
programs or scripts to generate dynamic web content. It provides a way for web servers to delegate the 
processing of certain requests to external programs and then send the results back to the server for further 
transmission to the client's web browser.

When a CGI-enabled web server receives a request for a CGI script, it follows a specific set of steps to execute 
the script and generate a response. Here's a general overview of how the CGI process works:

1. Client request: A client, typically a web browser, sends a request to the web server for a particular URL 
that maps to a CGI script. The request is usually in the form of an HTTP request.

2. Web server processing: The web server identifies that the requested URL corresponds to a CGI script and 
locates the script on the server's filesystem.
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3. Script execution: The web server launches the CGI script as a separate process,
passing along the request details, such as query parameters, HTTP headers, and any
data submitted via forms.

4. Script processing: The CGI script receives the request information as environment
variables and standard input. It processes the input, performs any necessary
computations or operations, and generates an output.

5. Response generation: The CGI script produces an HTTP response, including an
appropriate status code, headers, and the content to be sent back to the client. The
response can be in various formats, such as HTML, XML, JSON, etc.

Common Gateway Interface (CGI)+ 



6. Server-client communication: The web server collects the response from the CGI script and
sends it back to the client as part of an HTTP response. The client's web browser receives the
response and renders it accordingly.

CGI allows for dynamic web content generation, as the output of the script can be customized based
on the specific request parameters. This enables interactive web applications, form processing,
database integration, and other dynamic functionalities.

Although CGI was widely used in the early days of the web, it has become less prevalent due to
performance and security concerns. Modern web development frameworks often utilize more
efficient approaches, such as application servers, server-side scripting languages, or API-based
architectures.
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Common Gateway Interface (CGI)++ 



Client-Server Application Programming 62



Summary

1. Overview of application protocol

2. Application Protocol Specifications, 

3. Application Protocol Implementation, 

4. HyperText Transfer Protocol and Java, 

5. Common Gateway Interface (CGI) 

Client-Server Application Programming 63



Thanks
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