Discrete Mathematics
Lecture 4

Introduction to Number Theory

Lecturer: Kahenya N.P

Introduction to lecture 4
This lecture introduces key concepts in basic number theory that are used in computer science. The
lecture will introduce the concepts of modular arithmetic, Euclidean algorithm, linear congruences, and

its application in cryptography. This lecture forms a foundation to a later topic on mathematical proofs.
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Intended learning outcomes
At the end of this lecture, you will be able to;
(i) Define key concepts in number theory.

(ii) Apply the key concepts in solving problems.

Definition of terms
Definition 1: (Division) If a and b are integers with a # 0, we say that a divides b if there is an
integer ¢ such that b = ac. Then a is a factor or divisor of b and that b is amultiple of a.

The notation a|b denotes a divides b. Otherwise a t b i.e., a does not divide b.

Theorem 1: (The Division Algorithm ) Let a € Z i.e., be an integer and a € Z* i.e.. a positive integer.
Then there are unique integers q¢ and r with 0 < r < d, such that a = dq + .
In this regard, a is called the dividend, d is the divisor, q is the quotient, 7 is the

remainder.



The above algorithm can be used to express the quotient ¢ and the remainder 7 as
follows;

q =adivd

r=amodd

It can be inferred that if a is an integer and d is a positive integer then;
a
q=adivd = laJ
rEamoddEa—dng
d

Remark 1: This symbol |x | refers to the floor function of x. In number theory (and hence
this lecture), we normally consider positive remainder however in computing it differs with
the programming language used. This remark may require further reading beyond the scope

of this lecture.

Example 1: Find the quotient and the remainder when 97 is divided by 5
Solution: 97 = 5 x 19 + 2
The quotient is q = 19 and the remainder r = 2. Thus, we have;
19=97div5
2 =97 (mod 5)

Example 2: Find the quotient and the remainder when -17 is divided by 3
Solution: =17 = 3 x (-6) + 1
Quotient is q = —6; Remainder r = 1.

Thus, we have; =6 = —17 div3 or 1 = —17 (mod 3).

Remark 1: We can have —17 = 3 x (=5) — 2 . This is not acceptable since r < O, it cannot be a negative

value since from definition of division algorithm we have 0 <r <d.

Definition 2: If a and b are integers and m is a positive integer, then a = b (mod m) if m|(a — b).

Example 1: Consider 17 = 3mod 7 = 7|(17 — 3) = 7|14.



Theorem 2: Let a and b be integers and let m be a positive integer. Then; a = b (mod m) iff

a (mod m) = b (mod m)

Example 1: Given 2 = 14 mod 12 is 2 mod 12 = 14 mod 127
Solution: Note that 122 — 14 => 12|-12 also 12|14 — 12 => 12| 2. Hence, True.

Theorem 3: Let m be a positive integer. The integers @ and b congruent modulo m if and only if
there is an integer k such that a = km + b.

Proof

If a = b(mod m) by definition of congruence, we have m|(a — b). This implies that there exists
an integer k such that (a — b) = km => a = b + km.

Conversely, if there exists an integer k such thata = b + kmthenkm = a — b

Hence m divides @ — b such that a = b(mod m).

Theorem 4: Let m be a positive integer.

If a = b(mod m) and ¢ = d(mod m), then a + ¢ = (b +d)(mod m) and ac = (bd)(mod m)

Proof (by Direct Proof)

From the above definition there exists integers s and t such that; b =a+smand d = c + tm
Hence; b+d =(a+sm)+(c+tm) =(a+c)+(s+t)m

bd = (a + sm)(c + tm) = ac + atm + smc + smtm = ac + m(at + sc + stm)

Theorem 5: Let m be a positive integer and let @ and b be integers. Then;
(a + bymodm = ((a mod m) + (b mod m))mod m;

ab mod m = ((amod m)(b mod m)mod m

Definition 1: (Arithmetic modulo m) Arithmetic operations on Z,,, the set of nonnegative integers

less than m i.e. {O,1, ... m — 1}, the addition of such integers is denoted by +m and is defined as;
at,b = (a + b)ymodm

While the multiplication of these integers as *m defined by; a xm b = (a x b)mod m

These two operations are called arithmetic modulo m
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Example 1: Work out; 44513
Solution: 4+:13 = (4 +513 )mod5 = 17mod5 = 2
Example 2: Evaluate; 12X, 18 =12mod7 X 18 mod 7 = (5 X 4)mod 7 = 20mod 7 = 6

Properties of modular arithmetic operations
The operations +,,, and X, satisfies the following properties for some integers a, b, ¢ € Z,,;
i) Closure property: Suppose a, b, ¢ € Z,, then a+,,b € Z,,;a X,, b € Z,,
For example, consider integers modulo 7 i.e., Z, = {0,1,2,3,4,5,6} then 5+,6 = 11, =4 €
Zy. Again 5 X, 6 = 30, = 2 € Z,.
ii) Associative property: Suppose @, b, ¢ € Z,, then a+,,(b+,,¢) = (a+,,b)+,,c and
a X, (b X ) = (a Xy b) Xy, C.
For example, consider integers modulo 5 i.e., Zg = {0,1,2,3,4} then 4+5(3+52) = 4+50 =
4s. Again(4+353)+52 = 2452 = 45
iii) Commutative property: Let a, b € Zj, then a+,,b = b+,,aand a X,, b = b X, a
For example, consider integers modulo 9 Zg = {0,1,2,3, :-+,8} then 2496 = 6442 and
4X95="5xXq4.
iv) Identity elements: The elements O and 1 are the additive and multiplicative identify elements
respectively modulo m.
Suppose @ € Zy, then a+,,0 =0+,,a =aand 1 X, a=aX,,; 1 =a.
V) Distributive property: Suppose a, b, ¢ € Z,, then
a Xy (b+,,¢) = (a X, b))+ (a X, ¢) and (a+,,b) Xy ¢ = (@ Xy )+ (b Xy, ©).
For example, consider integers modulo 5 i.e., Zs = {0,1,2,3,4} then

(44+53) X5 2 = (4 X5 2)+5(3 X5 2)

2%s2=4
4=4
Again; 4 X5 (3+52) = (4 X5 3) + (4 X5 2)
4x0=2+3
0=0



vi)

Inverses

Additive inverse:

Suppose a # 0 and a € Z,, then a+,,(m — a) = 0 and 0+,,0 = 0 then (m — a) is an
additive inverse of a (mod m), and O is its own additive inverse.

For example, consider integers modulo 5 i.e., Zs = {0,1,2,3,4,5} then the additive inverse of 1
is 5 —1 = 4. Since 1454 = 0 and the additive inverse of 2 is 3.

Multiplicative inverse:

Given integers modulo n i.e., Z,, where n is a prime number , then any non-zero elements

a have an inverse such that aa = 1 (mod m) with a as the multiplicative inverse of @ modulo
m.

However, given integers modulo m i.e., Z,, where m is a composite number then any non-
zero integer @ € Z,y,, that are relatively prime to m have a multiplicative inverse @ i.e., aa =

1 (mod m) with gcd(a,m) = 1

Example 1: Consider multiplicative Cayley tables integers modulo 5, Zs = {0,1,2,3,4}

Xg| 1 | 2|3 | 4
1 1 2|31 4
2 2 4 1 3
3 3 1 4 2
414131211

From the table above the inverse of 1 is 1, the inverse of 2 is 3 and vice versa and the inverse of
4 is itself. All the non-zero integers modulo 5 have inverses.

Example 2: Consider multiplicative Cayley tables integers modulo 9, Zg = {0,1,2, -+-,8}

x| 123456 [7]8
11 [2|3]4]5]6[7]38
2 121468 1 | 3|5 |7
33]6]0o]3]6]0]3]6
4 l4]l8|3[7]2]6]1]5
s 511627131814
6l 6 [3]0l6|3][0]6]3
1 715 ]| 3 1 | 8] 6| 4] 2
sl 8l7]l6]5]l4]3]2]1

From the table above, 1, 2, 4, 5, 7, and 8 have multiplicative inverse modulo 9. While 3 and 6

have no multiplicative inverse modulo 9.



Primes, GCD, and LCM

Definition 1: An integer p greater than 1 is called prime if the only positive factors of p are 1 and p.
Definition 2: A positive integer that is greater than 1 and is not prime is called composite.

Theorem 1: (Fundamental theorem of arithmetic) It states that every integer greater than 1 can be
written uniquely as a prime.

Remark 1: In cryptography large primes are used in methods for encrypting messages

Remark 2: One can show that an integer is prime.

Definition 3: Let @ and b be integers, not both zero. The largest integer d such that d|a and d|b is
called the greatest common divisor of @ and b denoted gcd(a,b)

Definition 4 : Two integers a and b are said to be relatively prime if their greatest common divisor is 1

Finding the gcd(a,b) by prime factorization
Given the prime factorization of a as a = pf 1pg 2...p7™ and the prime factorization of b as b =

by b b . . o
P 'D,% Pyt where each of the exponent is nonnegative integer, then the ged(a,b) is given as;

ged(a,b) = p;nin(a1b1)p;nin(a1b1) pnmin(anbn)

Example 1: Find the gcd(192, 428)
Solution: 192 = 26 x 3;428 = 22 x 107 = gcd(192,428) = 22. The gcd is the product of

common factors with the lower exponent.

Finding the lem (a,b) by prime factorization

1,2 n

D, and the prime factorization of b as b =

a
..pn

. . . . a
Given the prime factorization of a as a = p;

by, b b. . . . ..
D 'D,% Pyt where each of the exponent is nonnegative integer, then the lem(a,b) is given as;

max(a;b;) max(aiby) max(apby)

lcm(a’ b) =DP; P, **Pn

Example 1: Find the lem(84 148)
Solution: 84 = 22 X 3 X 7; 148 = 22 x 37 => lcm(84, 148) = 2?2 x3 x 7 x 37

Lcm is the product of factors with the highest exponent.



Finding the ged(a,b) by Euclidean algorithm

GCD as a linear combination
Theorem 1: (Bezout’s Theorem) If a and b are positive integers, then there exists s and t such that;

gcd(a,b) = sa + tb
The coefficients s and t are called the Bezout coefficients of a and b i.e., the gcd of two integers a and
b can be expressed as a linear combination with integercoefficients of a and b.
Example 1: Find the ged(14, 64)
Solution: We apply successive division algorithm to get the gcd.

64 = 14 x 4 + 8- (i)

14 =8x 1+ 6+ (ii)

8 =1x6+ 2 (i)

6=2%X34+0

This is the Euclidean algorithm. It terminates when you get zero as the remainder. Hence the gcd of 14
and 64 is 2. The remainder before you get remainder zero.
You can express gcd(14,46) = 2 as a linear combination of 14 and 64.
From equation (jii) we have; 2 = 8 — 1(6)
But from equation (ii) 6 = 14 — 1(8). We replace 6 accordingly to get;

2=8—1[14 - 1(8)]

2 =8—1(14) + 1(8)

2 =2(8) — 1(14)
Again, from equation (i) we have 8 = 64 — 4(14) we then replace 8 to get;
2 = 2[64 — 4(14)] — 1(14)
2 = 2(64) — 8(14) — 1(14)
2 = 2(64) — 9(14) - (iv)

From equation (iv) the gcd= 2 is a linear combination of 64 and 14 with bezout coefficients 2 and -9.



Example 2: Express the ged of the following numbers as a linear combination of the two numbers.
a) 399 and 2884
2884 =399 x7+91
399 =91 x4+ 35
91=35x%x2+21
35=21x1+14
21=14x1+7
14=7%x2+0
gcd(399,2884) =7
=>7=21-1(14) = 21 — 1[35 — 1(21)] = 2(21) — 1(35)
7 =2[91 — 2(35)] — 1(35) = 2(91) — 5(35) = 2(91) — 5[399 — 4(91)] = 22(91) — 5(399)
7 = 22[2884 — 7(399)] — 5(399) = 22(2884) — 159(399)
7 = 22(2884) — 159(399)
b) 732 and 2772
2772 =732-3+576
732 =576-1+ 156
576 = 156 - 3 + 108
156 =108 -1 + 48
108 =48-2 + 12
48=12-4+0
gcd(732,2772) = 12
~ 12 =108 — 2(48) = 108 — 2[156 — 1(108)] = 3(108) — 2(156)
12 = 3[576 — 3(156)] — 2(156) = 3(576) — 11(156) = 3(576) — 11[732 — 1(576)]
= 14(576) — 11(732)
12 = 14[2772 — 3(732)] — 11(732) = 14(2772) — 53(732)
i.e.12 = 14(2772) — 53(732)



Exercise
1)  Determine if the following numbers are prime 91, 97, 105, 123.

2)  Determine if 15 is congruent to 3 modulo 4.
3)  Determine the prime factorization of 120.
4)  Determine the multiplicate inverse of integers modulo 18.
5)  Determine whether 13 and 23 are congruent modulo.
6)  Work out the addition and multiplication of;
a. 7= 2(mod 5)and 9 = 4(mod 5)
b. 5= 2(mod 3) and 7 = 4(mod 3)
7)  Use Euclidean algorithm to find the gcd of the following numbers;
a. 2064 and 186
b. 12046 and 1029
c. 1686and 11243
d. 4141 and 6612
8) Attempt Exercises on (Rosen, 2012, p. 244)
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