Discrete Mathematics
Lecture 6
Application of Linear Congruence

Lecturer: Kahenya N.P

Introduction to lecture 6
Lecture 6 is a continuation of lecture 5 on Linear congruences. This lecture will introduce some
applications of linear congruence. Linear congruence is applicable in such areas as hashing

functions, pseudorandom numbers, check digits, and parity check digits.

References

These lecture notes have been derived from the following sources, Susanna (2003), Rosen

(2011), and Rosen (2012).

Intended learning outcomes
At the end of this lecture, you will be able to;
(i) Apply linear congruence in check digits.

(ii) Apply Fermat’s theorem.

Definition 1: Fermat’s Little theorem
Fermat’s little theorem states that, If p is prime and a is an integer not divisible by p, then
aP~! = 1(mod p)

Furthermore Va then aP = a (mod p)

Fermat’s little theorem helps compute powers of large integers modulo prime numbers and it is

also used in primality test. This makes it valuable in public-key cryptography.

Example 1: Use Fermat’s Little theorem to simplify; 5°°? (mod 31)
Solution: We have; 53° = 1 (mod 31)
Hence our problem becomes;

5030x30+2 (rnod 31)



(5039)3% x 52(mod 31)
=1 x 25 (mod 31)
= 25 (mod 31)
Example 2: Simplify; 72769°(mod 23)
Solution: 722¥12589+1(mod 23) = (722)12589 x 71 (mod 23)

=1 x 7 (mod 23) = 7 mod 23

Example 3: Simplify; 3'17>(mod 19)
Solution: 3'8%65*5mo0d19 = (3%8)%° x 3> mod 19

=1 % 3°mod 19 = 15

Definition 2: Check digits
Data may be lost or corrupted when in transmission. The receiving end may get the
wrong message contrary to what was initially transmitted. To help solve such problems

additional digits are added to the digit strings being transmitted.

Linear congruences are applied to determine or check errors in digit strings. There exist
different techniques of determining if errors exist in a digit string. The most common
technique for detecting errors is to add an extra digit at the end of the string. This last
digit is called the check digit. Hence to determine whether a digit string is correct a

check is made to determine if the last check digit is correct.

Definition 3: Parity check digits
A bit string is a sequence of binary digits. Bit strings can be split into blocks of a certain
length. An extra bit is added at the end of each block before transmission of the message
string. This extra bit is called a parity check bit.
Hence a message string of length n i.e., X1, X;, -+ X, will have its parity check bit as x, 1.
The linear congruence for the parity check digit is defined by
Xpe1 = X4 + X, + - + X, mod 2
Definition 4: Types of parity digits
We have odd and even parity. In odd parity, the total number of 1s (including the parity digit)

in the digit string is odd. Similarly for the even parity the total numbers of 1s should be even.



Example 1 (odd parity): Suppose the signal digit string is 1011000 the parity bit should be O
for this to be odd.

Again, if the signal digit string is 1011011, the parity bit should be O for the digit string to be
odd.

Example 2 (even parity): If there are an even number of 1 bits in the block of n bits then the
parity check digit X, 41is O, and If there are an odd number of 1 bits in the block of n bits then

parity check digit X1 is 1.

Remark:
a) If the parity check digit is wrong then there is an error in the transmitted message.
b) If the parity check is correct there may still be an error in the transmitted message.

Example 1: The following odd parity transmission was received; 100110101 that ended with
a parity check. Determine if the bit string should be accepted as correct.
Solution: The parity check digitis I now 1 +0+0+1+1+0+1+0+ 1=1(mod 2). The

parity check digit is correct

Products Identification numbers

Check digits are applied to verify the validity of products identification numbers. Products are
normally given numbers such as Universal Product Codes UPC, International Mobile
Equipment Identification IMEI, International Standard Book Number ISBN, Credit Card
Number, and others.

These numbers appear below or above the barcode somewhere on the back of a book or a

product. For example the ISBN-13 for (Sullivan & Miranda, 2019),

ISBN 978-1-319-24847-5
97781319"248475 ‘ w ‘"

Source: Kahenya (2023) Images Stock 1




Example 1: Major retailers use a unique 12-digit number or code to track products as they
are sold, shipped, received, and in stock. The digit is called the universal product code UPC.
This number is printed on the product and can be scanned at check-out in supermarkets or
other outlets to fast and accurately record a product. The numbers are critical in inventory

control.

There exist different types of UPCs. The common UPC has 12 digits:- the first digit
identifies the product category; the next five digits identify the manufacturer, the next 5

the specific product, the last digit is a check digit.

The check digit is determined by the congruence;

3x1+ X2+ 3x3 + x4 + 3%5 + X6 + 3X7 + Xg + 3x%o + X0 + 3x11 + x12 = O(mod 10)

Example 2: Determine the check digit for the UPC 23765491601
Solution: we insert the digits in the congruence;
3(2) +3+3(7)+6+3(5)+4+3(9)+1+3(6)+0+3(1) + x;, =0(mod 10)
6+3+21+6+15+4+27+1+18+0+ 3+ x;, =0(mod 10)
104 +x,, = 0(mod m) => x4, = 6(mod 10)
The check digit is 6

Example 3: Determine if the UPC 034578231024 is valid
Solution: 3(0) + 3 + 3(4) + 5+ 3(7) + 8 + 3(2) + 3+ 3(1) + 0 + 3(2) + 4
=0+3+12+5+21+8+6+3+3+0+6+4
However, 71 # O(mod 10)
Hence 034578231024 is not a valid code

Example 4: Another application of check digits is identifying products using the International
Standard Book Number ISBN-10. It is a 10-digit code used to identify all books. The number
was developed by the international organization for standardization ISO. The ISBN was first

published in 1970 as ISO 2108 (ISBN, 2023).

An ISBN-10 consists of blocks identifying the language, the publisher, the number assigned


https://isbn.org/about_ISBN_standard

by the publishing company, a check digit (which can be the letter X for 10).
Group Publisher Title Check digit
ISBN-10 XX XXXX XXX X

Currently we have a 13-digit code known as ISBN-13, that came into use in 2007.

Prefix | Group Publisher Title Check digit

ISBN-13 | XXX XX XXXX XXX X

Below is the ISBN-10 (the upper number) and ISBN-13 for (Lay, 2003).

ISBN 81-7758-333-¢

l ” Il
i (U}

|
1y

i“.g‘
WL
788177 5\'33’ Sl

)

Source: Kahenya (2023) Images Stock 2

The linear congruence for the check digit is;
10
z ixX; = 1xq + 2x, + 3xX3 + 4x4 + 5X5 + 6Xg + 7X; + 8Xg + 9Xg + 10x19 = 0 (mod 11)
i=1

Note that the linear congruence can also be written as;
10
z ixX; = 1x19 + 2Xg + 3xg + 4x5 + 5x¢ + 6x5 + 7x4 + 8x3 + 9%, + 10x4 = 0 (mod 11)
i=1

Example 5: Determine if the following is a valid ISBN-10; 8177583336
Solution: We use the linear congruence;
1(8) +2(1) +3(7) +4(7) + 5(5) + 6(8) + 7(3) + 8(3) + 9(3) + 10(6)
=8+2+21+28+25+48+21+24+27+60
= 264 = Omod 11
[t is a valid ISBN-11
Example 6: The first nine digits of ISBN-10 of a book are 007239848 find the check digit

Solution: We determine the check digit by the congruence



10

Z ix; = 0 (mod 11)

i=1
We insert the digits to get;
=10(0) +9(0) + 8(7) + 7(2) + 6(3) + 5(9) + 4(8) + 3(4) + 2(8) + X;0 = 0mod 11
=0+0+56+14+18+45+32+12+ 16 + x;0 = 0 mod 11
193 + X0 =0mod 11 = x;5 =5
Example 7: Determine if the following ISBN-13 is valid; 9788177583335

Solution: we can use a table to organize our working as below

9 7 8 8 1 7 7 5 8 3 3 3 5 Total

Weights | 1 3 1 3 1 3 1 3 1 3 1 3 1

Product | 9 21 |8 24 |1 21 |7 15 |8 9 3 9 5 140

Clearly 140 = 0 mod 10 and therefore it is a valid ISBN-13 i.e. Lay (2003).

Example 7: Determine the check digit for ISBN - 13; 978 1 41 65808 3

Solution: The linear congress for ISBN - 13 is

X1+ 3x2 + X3+ 3x4 + X5 + 3%6 + X7 + 3xs + X0 + 3x10 + x11 + 3x12 + x13 = 0 mod 10

9+3(7D)+8+3(1)+4+3(1)+6+3(5) +8+3(0) +8 + 3(3) + x13=0 mod 10

=0+21+8+3+4+3+6+15+8+8+9+x;35=0mod 10
=84 + x13= 0 mod 10
x13=6

Luhn algorithm
This congruence is used to verify a variety if identification numbers such as credit card
numbers, IMEI numbers, national identification numbers of certain countries, SIM card
numbers among others. The linear congruence for the check digit is a bit complicated as it
involves some steps. For instance, when validating a 16-digits credit card number, the following
steps are essential;
Step 1: compute the weighted sum with the weight pattern of 2, 1, 2, 1, 2, and so on. That is
the first digit to have a weight of 2, the second digit a weight of 1, the third digit a weight of 2
and so on. Keep alternating the weights between 2 and 1 until you reach the end of the credit

card number.



Step 2: In case you get a two-digit number after multiplying by 2, add the two digits and record
their sum.
Step 3: Add up all the resultant numbers.

Step 4: If the sum is a multiple of 10 (i.e., modulo 10) then it is a valid credit card number.

Example 7: Determine if the following is a valid credit card number.
4407 8300 2365 8991

Solution: We can use a table to check

4141078 |[3]|0(0 316 [5(18 (919 (1 [T

Weights 1 112 |1

2
2 2 2 2

Product | 8 [4 [0 |7 163 [0 [0 [4 |3 [i2]5 [16| 9 [18] 1
gl4]of7]7 [3]0 41313 [5]7 [9]9 [1 [70-0meaw

It is a valid credit card number,

Example 8: Determine the check digit for the following credit card number;
4407 8300 2994 769X

Solution: We use a table to organize our working;

414101718 [3|10(0(2|91]9 [4|7 |6]9 |x
Weights |2 (1 (2|1 (2 (1|2 (12|12 |12 (1|2 |1
Product |8 |4 [0 |7 |16 (3 |0 |0 |4 |9 [18 4 |14|6 |18 X
8140|177 [3/0]0(4]91|9 |4]|5 |6|9 [X

84+4+0+74+74+3+04+04+4+94+94+4+54+6+9+x=0mod 10
75+x=0mod 10 > x =5
Example 9: Determine if the following International Mobile Equipment Identity IMEI-15
number is valid; 352178131363200. You can use the USSD code *#06# to see the IMEI
number of your phone.

Solution: This IMEI is a 15-digits number. Using a table, we have;

315 (2|17 (8 |[1|3|1|3|6 (3|2 |0|0 |TOTAL
Weights |1 |2 |1 |2 (1 |2 |1 (2|1 2|1 |2 |1 [2]1
Product {3 [10[2 |2 |7 |16]|1 |6 |1 |6 |6 |[6|2 |0 |0

311 (227 (7 |1]|]6]|1]|]6|6 (6|2 |0]|0 |50




Clearly 50= 0 mod 10. It is a valid IMEI-15 number.
Example 10: Determine the check digit of the following IMEI-15 number;
35216275088773X

Solution:
35 (2|16 |2|7(5 0|8 |8 |7 |7 |3 |X
Weights |1 |2 |1 |2 (1 |2 |12 (1|2 |1 |2 |1 |21
Product |3 102 |2 |6 |4 |7 |10|0 |16]|8 |14|7 |6 |X
3(1 (21216 [4|7|1 |0|7 [8 |5 |7 |6]|X

Nextwe have; 3+1+4+2+2+6+44+7+14+0+7+8+5+7+6+x=0mod 10
594+x=0mod10=>x=1

Remarks: Note that we may get two types of errors in identifying numbers;

a) A single error is an error in one of the digits of an identification number.
b) Transposition error that occurs when two digits are accidentally interchanged.
Exercise

1) Determine if 9966341757 is a valid ISBN-10

2) Determine if 8120315022 is a valid ISBN -10.

3) Determine if 9788120315020 is a valid ISBN-13.
4) Determine the validity of the following;

a) 9780538497824
b) 0538497823
c) 0070602662
d) 9780070602663
e) 0582355133
5)  Find the check digit to make the following numbers valid. Identity the title of the books
in (a), (c) and (e )
a) 978131924847
b) 817758333
c) 978817758333
d) 812031502
e) 978812031502
f) 978847208147
6)  Determine if the following are valid credit card numbers
a) 67890123 4567 4321
b) 4797 4030 0089 7814
7)  Simplify 1120695507 (mod 17)

8)  Attempt Exercise On (Rosen, 2012, p. 292)
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