

1. FINAL EXAMINATION 
 BIOMETRICS
1. DATE:  NOVEMBER 2024		                                        TIME: 2 HOURS
INSTRUCTIONS: 
1. Answer all questions in SECTION I and any other TWO questions in SECTION II
1. 

SECTION I.										 [30Marks]
Question One:

a. Describe TWO main categories of biometric characteristics categories.	 [4 Marks]  
b. State the fundamental steps of DNA profiling.				 [4 Marks]
c. Explain THREE applications of a finger recognition system.		 [3 Marks]
d. Describe any TWO recognition performance metrics used in evaluating biometric systems. 
[4 Marks]
e. State THREE constraints of signature recognition system.		  	[3 Marks]  
f. Outline FOUR reasons for requirement of multimodal systems.		[4 Marks]   
g. Use a flowchart to explain hand feature extraction and matching.	             [6 Marks]
h. Describe gait recognition and its application. 				 [2 Marks]









                       			
SECTION II:  CHOOSE ANY TWO QUESTIONS EACH IS 20 MARKS.

Question Two:									    [20 Marks]
 
a. You have been contracted as a biometric systems expert by a client who wants to implement a biometrics system application to give him advice on which biometrics systems is preferable for implementation. Discuss FIVE key factors used in a practical biometric system preferable for implementation. 									[10 Marks]
b. Analyze THREE benefits of Biometric approach versus traditional authentication methods.												[6 Marks]
c. Explain FOUR Merits of Iris Recognition System                        			 [4 Marks]
Question Three:									[20 Marks]
a. Using a diagram explain the FOUR general steps a biometric system takes to perform identification and verification.						 	[8 Marks]            
b. Discuss TWO algorithms used in facial recognition.					[3 Marks]
c. A new analytics company that specialising in derived insights in social media is providing a specific product for political parties. The product allows them to gauge the sentiment on specific topics for each of their constituent categories and influence certain segments within those categories. The Independent Electoral Commission of Kenya has approached you to determine the ethical and legal implications of this new “grey area”. Discuss these statements by paying special attention to the following:
i.  The common criticisms of behavioural biometrics. 					 [3 Marks]
ii. The ethical considerations related to biometrics. 					  [3 Marks]
iii. The legal aspects related to biometrics and whether they should be able to sell this product.												 [3 Marks]
Question Four:									     [20 Marks]
a) Discuss FOUR challenges faced due to implementation biometric systems in an educational environment. 							 			   [8 Marks]
b) Explain any THREE Fingerprint matching techniques.                         	                [9 Marks]
c) Describe the TWO categories of hand geometry systems.			  	    [3 Marks]
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