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1. What are the key differences between data privacy and data security, and how

do these concepts work together to protect sensitive information?

a)

b)

Data privacy refers to the rights and expectations individuals have over how their personal
information is collected, used, and shared. It focuses on ensuring that personal data is
handled ethically and legally, emphasizing principles such as informed consent,
transparency, and the right to control one’s information. Data privacy policies dictate who
has access to data, how long it is stored, and for what purpose it is used.

Data security, on the other hand, refers to the measures and technologies used to protect
data from unauthorized access, breaches, or misuse. It focuses on preventing external
threats, such as hacking, as well as internal threats, such as accidental data leaks. Data
security mechanisms include encryption, firewalls, access controls, and intrusion detection
systems.

How they work together: Data privacy and data security are complementary. Data
security safeguards the technical aspect of protecting data, while data privacy ensures that
the data is collected and used ethically, in line with legal standards. Together, they provide
a holistic approach to protecting sensitive information—security protects data from

unauthorized access, while privacy ensures that even authorized access is lawful and ethical.

2. How does encryption contribute to data security, and what are the main types

of encryption methods used to protect data at rest and in transit?

Encryption is a key component of data security, as it converts readable data (plaintext) into an

unreadable format (ciphertext) that can only be decoded by authorized parties who possess the

decryption key. This ensures that even if data is intercepted or accessed by unauthorized

individuals, it cannot be understood or used maliciously.



Encryption plays a critical role in securing both data at rest (stored data) and data in transit (data

being transferred across networks):

a) Data at rest: Encryption secures files, databases, and other stored data by making it
unreadable without proper credentials. This is especially important in case of physical theft
or unauthorized system access.

by Data in transit: Encryption protects data as it moves across networks, preventing

interception by attackers (e.g., in man-in-the-middle attacks).
Main types of encryption:

a) Symmetric encryption: In this method, the same key is used for both encryption and
decryption. It's fast and effective for large datasets. Common algorithms include AES
(Advanced Encryption Standard) and DES (Data Encryption Standard).

by Asymmetric encryption: This method uses a pair of keys: a public key for encryption and
a private key for decryption. It’s slower but more secure for specific tasks like secure
communication. Examples include RSA and ECC (Elliptic Curve Cryptography).

¢) Hashing: Though not reversible like encryption, hashing is used to verify data integrity by
creating a unique, fixed-length string from input data (e.g., passwords). SHA (Secure Hash

Algorithm) is commonly used for this.

3. What ethical considerations should organizations prioritize when collecting,
processing, and storing personal data, especially concerning informed consent and

data minimization?
Organizations must prioritize several ethical considerations to handle personal data responsibly:

a) Informed consent: One of the most important ethical principles is ensuring that
individuals understand how their data will be used before they consent to its collection.
Consent must be informed, meaning the individual has been provided with all necessary
information in clear, simple language. Consent should be freely given without coercion,

and individuals should be able to withdraw their consent at any time.



b)

d)

e)

Data minimization: This principle dictates that organizations should collect only the
minimum amount of personal data necessary to fulfill a specific purpose. Collecting
excessive data or storing it longer than needed increases the risk of misuse or breaches.
Data minimization helps reduce exposure to data theft, ensures compliance with
regulations, and protects individuals' privacy.

Transparency: Organizations must be transparent about how data is collected, used, and
shared. Privacy policies should be easily accessible and understandable, and individuals
should be informed if their data is shared with third parties or used in new ways.
Accountability: Organizations must take responsibility for the data they collect and
process. They should implement measures to protect data, regularly audit data practices,
and be prepared to address any data breaches or misuse of information.

Respect for user rights: Individuals have the right to access, correct, and delete their data.

Organizations must respect these rights and make it easy for users to exercise them.

4. How do data protection regulations like the General Data Protection Regulation

(GDPR) influence organizational practices in ensuring data privacy and security

compliance?

The General Data Protection Regulation (GDPR) is one of the most stringent data protection

regulations, influencing how organizations collect, process, and store personal data. It has set a

global benchmark for data privacy and security compliance, even for organizations outside the
European Union (EU) that handle the data of EU citizens.

Key ways GDPR influences organizational practices:

a)

b)

Data privacy by design and default: GDPR requires organizations to embed privacy
measures into their systems and processes from the start (privacy by design) and ensure
that the strictest privacy settings are applied by default (privacy by default). This ensures
that data is collected and processed only for the intended purposes, with robust security in
place.

Informed consent and user rights: GDPR mandates that organizations obtain explicit,

informed consent from users before collecting their data. Additionally, users have the right



d)

€)

to access, correct, and delete their data (right to be forgotten). This requires organizations
to have processes in place to facilitate these rights easily.

Data protection officers (DPOs): Under GDPR, organizations must appoint a Data
Protection Officer (DPO) if they engage in large-scale processing of personal data. The
DPO is responsible for overseeing data privacy strategies, ensuring compliance, and acting
as a point of contact between the organization and regulatory authorities.

Data breach notification: GDPR requires organizations to notify authorities within 72
hours of a data breach if it poses a risk to users’ privacy. Users must also be informed
promptly if their data is compromised. This has led to organizations strengthening their
data security measures and response protocols to minimize the impact of breaches.
Penalties for non-compliance: GDPR imposes significant penalties for non-compliance,
with fines of up to 4% of annual global turnover or €20 million, whichever is higher. This
has incentivized organizations to prioritize compliance and ensure data protection practices

meet regulatory standards.
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