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Week 6 Review

Before we start looking at week 7 material, let’s first do a

quick review of our previous lecture material (week 6)

In week 6, we discussed the following;

1. IT risk mitigation strategies/options

» Are options used for reducing the impact and likelihood
of risks associated with technology, data, and informatio

n systems.



Week 6 Summary

Risk Mitigation strategies/Options

1. Risk Avoidance; Not adopting risky technology, and avoidi
ng non-essential integrations.

2. Risk Reduction; Performing encryption, implementing cont
rols and, applying Technical Controls such as Firewalls and |

ntrusion Detection Systems, etc.

3. Risk Transfer; Shifting the risk to another party, typically th
rough insurance or outsourcing e.g. performing Cybersecurit
y Insurance.

4. Risk Acceptance; The decision to accept a certain level of
risk without taking specific actions to mitigate it.




Week 6 Summary

2. Developing Risk Mitigation Plans

» A process aimed at outlining specific actions and processes to reduce the imp
act or likelihood of identified risks.

Steps;

1. ldentify Risks.

2. Assess Risks.

3. Select Mitigation Strategies.

4. Develop Specific Mitigation Actions.

5. Assign Responsibilities.



Week 6 Summary

Developing Risk Mitigation Plans cont..

Steps Cont...

6. Set Timelines and Milestones.
7. Resource Allocation.

8. Develop Contingency Plans.
9. Monitor and Review.

10. Document the Plan.



Week 6 Summary

3. Advantages of Developing a Risk Mitigation Plan
> It encourages continuous risk management

> Minimizes Financial Impact

> Increases Operational Resilience

> Improves Stakeholder Confidence



Week 6 Summary

4. Implementing controls

This involves deploying specific actions, technologies, or pro
cedures to reduce the likelihood or impact of risks.

Types of controls

» Preventive Controls. Controls designed to prevent risks f
rom occurring.

» Detective Controls. Focus on detecting risks or incidents
as they happen or immediately after they have happened.

» Corrective Controls. Controls aimed at correcting issues
or minimizing damage once a risk event occurs.

» Physical Controls. Physical measures to protect the orga
nization’s resources and infrastructure.




Week 6 Summary

5. The process of Implementing Controls

1. Identify key risks.

2. Select appropriate controls.
3. Deploy controls.

4. Test and monitor.

5. Adjust and improve.



Week 6 Summary

6. The Importance of Implementing Controls
> They reduce risk exposure
> They enhance operational resilience

> They improve compliance with standard laws/ rules



Week 7: IT Control Frameworks

> IT control frameworks are structured methodologies used in IT risk
management and control to help organizations manage risks and e
nsure that IT processes and systems are reliable, secure, and are

aligned with business objectives.

> These frameworks provide a set of guidelines, processes, and best
practices that organizations can use to assess, monitor, and mitigat

e risks associated with their information technology environment.

> Currently, there are several recognized frameworks used to implem

ent IT controls and manage risks.

> Each framework has its unique focus, scope, and applicability, but t
hey all share a common goal of improving IT governance and risk

management.



Purpose of IT Control Frameworks

> The main objective of any IT control framework is to provide a st
ructured approach to manage IT risks.

This involves:

> Aligning IT with Business Goals: They ensure that IT systems a
nd processes support the overall objectives of the organization.

> Risk Mitigation: Implementing appropriate control frameworks re
duce risks.

> Regulatory Compliance: Control frameworks ensure adherence
to legal, regulatory, and industrial requirements such as GDPR
etc.

> Operational Efficiency: They optimize IT processes and resourc
es to minimize inefficiencies and maximize performance.

> Security Assurance: They enhance the confidentiality, integrity,
and availability of information and IT assets.



Overview of Control Frameworks

1. COBIT (Control Objectives for Information and Related Technol
ogies)

> COBIT is a governance and management framework that helps orga
nizations to align IT strategy with business goals.

> It provides a structured approach for achieving compliance, risk man
agement, and IT governance.

Roles of COBIT;

> Eases governance, It ensures that stakeholder needs are addressed
, risk are managed, and resources are effectively allocated.

> Eases management, It focuses on planning, building, running, and m
onitoring IT operations.

How it supports IT Risk Management: COBIT enables organizations
to establish an enterprise-wide view of IT risks and control measures, e
nsuring that IT is used responsibly and effectively while maintaining reg
ulatory compliance.



Overview of Control Frameworks

2. NIST Cybersecurity Framework

> NIST was developed by the National Institute of Standards and Techn
ology to help organizations identify, manage and mitigate cybersecurit
y risks.

NIST Roles:

To identify; NIST understands the systems, data, and risks that ne
ed protection.

To protect; NIST implements safeguards to ensure service delivery
and data protection.

To detect; NIST develops mechanisms to detect cybersecurity even
ts.

To respond; NIST Implements plans to respond to detected events.

To recover; NIST ensures a strategy to recover from breaches or fa
ilures.



Overview of Control Frameworks

3. ITIL (Information Technology Infrastructure Library)

> ITIL is a framework that provides a set of practices for IT service m
anagement (ITSM) that focuses on aligning IT services with the nee
ds of the business.

ITIL Roles;

Service Strategy; It defines IT services that meet business needs.

Service Design; It designs processes that deliver efficient IT servi
ces.

Service Transition; It implements new IT services with minimal dis
ruption.

Service Operation; It manages day-to-day IT operations.

Continual Service Improvement; It continuously improves IT servi
ces based on feedback and performance data.



Overview of Control Frameworks

4. ISO/IEC 27001

> ISO/IEC 27001 is an international standard which manages s
ensitive company information and ensures that it remains se
cure through implementing a robust Information Security Ma

nagement System (ISMS).

ISO/IEC 27001 Roles;
Risk Assessment: ISO/IEC 27001 identifies information se
curity risks.
Security Controls: It implements controls to mitigate identifi
ed risks.
Review Management : It continuously reviews and improv
es security practices.



Overview of Control Frameworks

5. COSO (Committee of Sponsoring Organizations of the Tre
adway Commission)

> COSO is an enterprise risk management framework.

> It is not specifically focused on IT, but it is widely used for intern
al control and risk management, thus integrating IT risks into o

verall organizational risk.

> COSO performs roles such as controlling the environment, risk
assessment, managing control activities, managing Information

communication and Monitoring etc) that align with IT risks.

> COSO is best for performing a broader organizational risk ma

nagement approach that incorporates IT risks.



Designing Effective Control Frameworks

> Designing effective control frameworks in IT risk manageme
nt is essential to ensure that risks are identified, mitigated, a

nd managed effectively.

> The designed frameworks should align with the organization
'S objectives, regulatory requirements, and industry standard
s while ensuring that technology risks are adequately contro
lled.

> In the next slide we will discuss the key steps and best prac
tices for designing effective control frameworks for IT risk m

anagement.



Steps to Designing Effective Control Frameworks

1. Understand the Organization's Risk Appetite and Strat
egy

Risk Appetite;

> Define the level of risk the organization is willing to accept.
> This will guide the prioritization of controls.

Strategic Alignment;

> Ensure that the IT control framework aligns with the broad

er organizational goals and business strategy.

> Risks that directly affect strategic objectives should be prio

ritized.



Steps to Designing Effective Control Frameworks

2. Define a Risk Assessment Process

S

Risk Identification; Identify the various IT risks e.g. cybersec

urity risks, operational risks, compliance risks, etc.

Common methods of risk identification include brain stormin

g sessions, extraction from experts, threat modeling, etc.

Risk Analysis; Analyze the likelihood and impact of identified
risks. This may involves qualitative, quantitative assessment

s or use of a mixed approach.

Risk Evaluation; Rank and prioritize risks based on their imp
act on business processes, compliance, and strategic objecti

VES.



Steps to Designing Effective Control Frameworks

3. Select an Appropriate Control Framework
Choose Standard Frameworks:

> Use established frameworks like COBIT (Control Objectives
for Information and Related Technology), COSO (Committe
e of Sponsoring Organizations), ISO 27001, or NIST (Natio
nal Institute of Standards and Technology).

> The above frameworks provide structured approaches to m
anaging IT risks and controls.

> Match these frameworks to the specific needs and regulator
y environment of the organization.

> For example, a financial institution might emphasize stronge
r compliance controls (e.g PCI-DSS for payment security).



Steps to Designing Effective Control Frameworks

4. Develop Control Objectives for the Framework

> Choose SMART Control Objectives; Controls should be specific, me
asurable, achievable, relevant, and time-bound.

> Categorize control objectives; In order to have a balanced approach
to managing risks, define control objectives in terms of preventive, d
etectives, and corrective controls.
Preventive Controls; These are designed to prevent risks from ma
terializing e.g. access controls, and firewalls.
Detective Controls; These monitor and detect risks or security ev
ents e.g. intrusion detection systems, and performing audits.
Corrective Controls; These respond to and recover from events w
hen risks materialize e.g. disaster recovery plans, and incident re

sponse teams.



Steps to Designing Effective Control Frameworks

5. Establish a Governance Structure

> Roles and Responsibilities: Clearly define roles and responsib
lities for risk management, e.g. control execution, monitoring,

and reporting.

> Ownership: Ensure that control owners are accountable for im
plementing and maintaining controls. This helps in accountabil

ity and follow-up.

> Risk Committees: Regularly encourage meetings between risk
management committee and stakeholders from different depar

tments to assess emerging risks and control effectiveness.



Steps to Designing Effective Control Frameworks

6. Implement Monitoring and Reporting Mechanisms

> Control Monitoring; Continuously monitor control effectiveness

through automated tools, regular reviews, and audits.

> Key Risk Indicators (KRIs); Develop metrics and key performa

nce indicators to track risk levels and control effectiveness.

> Reporting; Implement regular reporting mechanisms to commu
nicate risk levels to stakeholders, including senior managemen

t and the board.



Steps to Designing Effective Control Frameworks

7. Ensure Compliance and Adaptability

> Regulatory Compliance: Align controls with regulatory requir
ements such as GDPR, SOX (Sarbanes-Oxley Act), or HIPA
A,(Health Insurance Portability and Accountability Act) etc, a
Il to ensure that any changes in legislation are quickly reflec

ted in the control framework.

> Adaptability: The framework should be flexible enough to ad
apt to changing technologies (e.g., cloud, Al) and evolving t

hreats (e.g., ransomware, supply chain risks).



Steps to Designing Effective Control Frameworks

8. Integrate IT Controls into Business Processes

»

Business Alignment: Ensure that IT controls are not only te

chnical but are embedded into business processes.
Controls should enhance business performance while redu
cing risks.

Automation: Where possible, automate controls, especially
repetitive or data-driven tasks (e.g, automated patch mana

gement, continuous monitoring tools) etc.



Steps to Designing Effective Control Frameworks

9. Implement Continuous Improvement

> Perform regular review: Continuously evaluate and update the co
ntrol framework to address new risks, emerging threats, and tech
nological changes.

> Perform Internal and external audits: Balance both internal and e
xternal audits to assess control design and operational effectiven
ess.

> Audits provide an objective assessment of how well the control fr
amework manages IT risks.

> Follow up feedback: Incorporate feedback from incident manage
ment and audit findings to continuously enhance control mechani
sms.



Steps to Designing Effective Control Frameworks

10. Conduct Training and Awareness Programs

> Create user awareness; Conduct regular training for employee

s on IT risks and the importance of controls.

> This can reduce the likelihood of human error, which is a major

source of risk.

> Management awareness; Ensure that senior management is a
ware of the control framework and its importance in the overall

risk management strategy.



Steps to Designing Effective Control Frameworks

11. Make use of Technology and Automation

> Deploy GRC Tools: Use Governance, Risk, and Compliance
(GRC) platforms to automate control monitoring, reporting,

and audit processes.

> Perform Data Analytics: Employ data analytics to continuou
sly identify patterns, errors, and potential risk areas in real-ti

me.

> Make use of Al and ML: Use artificial intelligence and machi
ne learning to enhance threat detection, automate routine pr

ocesses, and improve risk predictions.



Steps to Designing Effective Control Frameworks

12. Test and Validate Controls

S

Perform penetration testing; Regularly test security controls
through penetration testing, vulnerability scanning, and sim

ulated attack scenarios.

Perform disaster recovery drills; Conduct regular disaster r
ecovery and business continuity tests to ensure that control

s will function effectively incase of an incident.

Perform control self-assessments; Encourage control owne
rs to conduct periodic self-assessments of the effectivenes

s of controls under their authority.



Key considerations of the framework design

1. Scalability: A good control framework should be scalable to sup

port growth or changes in the organization’s IT infrastructure.

2. Cost Efficiency; A good control framework should balance effec
tiveness with cost efficiency, ensuring the organization gets the m

ost value from its investments in risk management.

3. Transparency; It should provide clear documentation and visibil
ity of the risk management process to both internal and external s

takeholders.

> Therefore, by designing a robust, adaptable, and well-monitore
d control frameworks, organizations can effectively mitigate IT ri
sks, ensure compliance, and support long-term business object

ves.



Steps for Implementing Control Frameworks

The process of implementing IT control frameworks in IT Ris
k Management involves the following steps;

1. Assess and Identify Relevant Frameworks

> Organizations should evaluate the most suitable framewor
ks based on their industry, regulatory requirements, and s
pecific IT risk environment.

Example;

> Afinancial institution might prioritize COBIT or COSO due
to regulatory obligations, while;

> Atech firm may focus on ISO/IEC 27001 for information s
ecurity.



Steps for Implementing Control Frameworks

2. Establish IT Governance

> Strong IT governance is the backbone of control framework |
mplementation.

> It defines roles, responsibilities, and accountability within the
organization.
Establishing IT Governance involves the following activities;
Establishing Risk Management Committees.

Creating groups responsible for overseeing the risk manag
ement process and ensuring compliance with frameworks.

Implementing policies and procedures such as written doc
umentation outlining how risk is managed and how control
s are applied.



Steps for Implementing Control Frameworks

3. Perform a Risk Assessment

> Identify Risks; Understand the specific IT risks the organiza
tion faces or may face e.g, cybersecurity threats, data brea

ches, and system outages.

> Evaluate Risk Impact; Assess how these risks could impact

the organization’s objectives, reputation, and operations.

> Categorize Risks; Prioritize risks based on likelihood and th

eir impact to focus on the most critical risks.



Steps for Implementing Control Frameworks

4. Map Controls to the Framework

> Control frameworks provide defined control objectives that a
ddress specific areas of IT risk.

> The organization must align its existing controls or design ne
W ones to meet these objectives.

Examples;
In COBIT, the organization might implement processes to
monitor IT system performance and align it with business
goals.
In ISO/IEC 27001, specific controls related to data encrypt

lon, access control, and audit logging may be mapped to s
ecurity risks identified during the assessment.



Steps for Implementing Control Frameworks

5. Implement Controls

> Choose technical, administrative, and physical controls that
align with the chosen framework.
> The implementation phase involves the following;

Access Controls; Such as setting up role-based access to

critical systems and data.

Security Technologies; such as firewalls, intrusion detecti

on systems (IDS), and encryption protocols.

Policies and Procedures; such as documenting how IT op

erations will maintain compliance and mitigate risks.



Steps for Implementing Control Frameworks

6. Testing and Validation

> Once controls are implemented, they need to be tested and

validated to ensure they are functioning effectively.

> Methods for testing include;
Penetration Testing; Simulate cyberattacks to assess the
effectiveness of security controls.
Vulnerability Scanning; Perform vulnerability scans to ide
ntify weaknesses in systems or configurations.
Audits and Reviews; Perform internal or external audits to
verify that controls are effective and aligned with the chos

en framework.



Steps for Implementing Control Frameworks

7. Perform monitoring and continuous Improvement

S

Perform continuous monitoring; Frameworks like NIST em
phasize continuous monitoring of systems to detect threat

s and vulnerabilities in real time.

Perform Incident Response; Frameworks often provide gui
dance on responding to security incidents and applying co

rrective actions promptly.

Regularly review feedback; Regularly review the effectiven
ess of implemented controls and adapt to changes in the |
T environment, such as new threats or evolving regulatory

requirements.



Steps for Implementing Control Frameworks

8. Reporting and Compliance

> Regular reporting to stakeholders and regulators is often a

requirement of control frameworks.

> For example, ISO/IEC 27001 requires continuous internal
audits and management reviews to ensure ongoing compli

ance.

> Documentation: Maintain detailed records of control imple

mentation, testing results, and monitoring activities.

> This helps in audits and demonstrates that the organizatio

n complies with the chosen framework.



Steps for Implementing Control Frameworks

9. Training and Awareness

> Train staff at all levels to understand the control framew
ork being implemented and their roles as staff in managi

ng IT risks.

> Employee awareness programs can help to reduce the
risk of human error which is often a major cause of secu

rity incidents.



How IT Control Frameworks Enhance Risk Management

Do IT Control Frameworks Enhance Risk Management ?

Yes, IT control frameworks enhance IT risk management by providi
ng organizations with the tools and guidelines needed to-;

> ldentify Risks: Frameworks such as ISO 27001 and NIST provide
a structured approach to identifying risks in areas like cybersecuri
ty and information security.

> Implement Effective Controls: COBIT, ITIL, and other frameworks
define specific control objectives and best practices for implement
ing effective controls that mitigate risks.

> Ensure Compliance: Many industries and regions have strict regul
atory requirements related to IT security, data privacy, and financi
al controls.

> Frameworks like COBIT, ISO 27001, and COSO help organization
s ensure compliance with these regulations.



Benefits of Implementing Control Frameworks

Improved Risk Management; Control frameworks provide structured

and systematic ways to identify, mitigate, and monitor risks.

Regulatory Compliance; Frameworks help organizations meet regula

tory requirements thus reducing the risk of reputational damage.

Better IT Governance; Frameworks promote accountability, transpar

ency, and alignment between IT and business objectives.

Enhanced Security; Frameworks like NIST and ISO/IEC ensure that
security controls are consistently applied and updated based on eme

rging risks.

Operational Efficiency; IT frameworks provide processes for improvin
g IT service management, optimizing performance, and minimizing s

ystem outages.



Challenges in Implementing IT Control Frameworks

While IT control frameworks provide significant benefits, their imple

mentation meets challenges such as;

> Complexity; Implementing frameworks like COBIT or ISO 27001
requires significant effort, expertise, time, and resources which ¢

an be complex, especially for smaller organizations.

> Integration with other systems; Implementing a framework witho
ut disrupting ongoing operations or legacy systems can be difficu
It.

> Customization; Organizations often need to customize framewor

ks to suit their specific needs, which may be resource-intensive.



Challenges in Implementing IT Control Frameworks

While IT control frameworks provide significant benefits, their

implementation meets challenges such as;

> Continuous Change/ Evolving threats an technologies; The
Implemented frameworks must evolve with the existing tech

nologies and threats.

> Keeping them updated can be challenging and therefore re

quires a dedicated governance and risk management team.



Important Conclusion

> IT control frameworks form the backbone of IT risk manage
ment and control by providing organizations with a structur
ed approach to identify, assess, mitigate, and monitor risks.

> By adopting frameworks like COBIT, ISO 27001, NIST, ITIL,
and COSO, organizations can strengthen their IT governan
ce, enhance security, ensure compliance, and optimize thei
r operational efficiency while aligning IT strategies with busi

ness objectives.

> While implementing these frameworks can be challenging,
the benefits of a well-structured and risk-managed IT enviro

nment are incomparable in today’s digital landscape.



Week 7 Summary

1. IT control frameworks

> Structured methodologies used in IT risk management and
control to help organizations manage risks and ensure that
IT processes and systems are reliable, secure, and are alig

ned with business objectives.



Week 7 Summary

2. Purpose of IT Control Frameworks
> Aligning IT with Business Goals.

> Risk Mitigation.

> Regulatory Compliance.

> Operational Efficiency.

> Security Assurance.



Week 7 Summary

3. Overview of Control Frameworks

1. COBIT (Control Objectives for Information and Related
Technologies)

> A governance and management framework that helps orga
nizations to align IT strategy with business goals.

2. NIST Cybersecurity Framework

> NIST was developed by the National Institute of Standards
and Technology to help organizations identify, manage and
mitigate cybersecurity risks.

3. ITIL (Information Technology Infrastructure Library)

> ITIL is a framework that provides a set of practices for IT se
rvice management (ITSM) that focuses on aligning IT servic
es with the needs of the business.




Week 7 Summary

Overview of Control Frameworks cont..
4. |1SO/IEC 27001

> An international standard which manages sensitive compan
y information and ensures that it remains secure through im
plementing a robust Information Security Management Syst
em (ISMS).

5. COSO (Committee of Sponsoring Organizations of the
Treadway Commission)

> COSO is an enterprise risk management.

> Itis not specifically focused on IT, but it is widely used for in
ternal control and risk management, thus integrating IT risks

Into overall organizational risk.



Week 7 summary

. Designing effective control frameworks (Steps);
Understand the Organization's Risk Appetite and Strategy
Define a Risk Assessment Process

. Select an Appropriate Control Framework

. Develop Control Objectives for the Framework

. Establish a Governance Structure

Implement Monitoring and Reporting Mechanisms

. Ensure Compliance and Adaptability

Integrate IT Controls into Business Processes

© © N O U A W NP A

Implement Continuous Improvement

10. Conduct Training and Awareness Programs
11. Make use of Technology and Automation
12. Test and Validate Controls



Week 7 summary

Key considerations of choosing the framework
Scalability

Cost Efficiency

Transparency

Steps for Implementing Control Frameworks

. Assess and ldentify Relevant Frameworks

. Establish IT Governance

Perform a Risk Assessment

Map Controls to the Framework

Implement Controls

. Testing and Validation

Perform monitoring and continuous Improvement
Reporting and Compliance

Training and Awareness
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Week 7 summary

7. Control Frameworks Enhance Risk Management through;

> Implementing effective controls
> Ensuring compliance
> ldentifying Risks

8. Benefits of implementing control frameworks

> Improved Risk Management
> Regulatory Compliance

> Better IT Governance

> Enhanced Security

> Operational Efficiency



Week 7 summary

9. Challenges faced in implementing control frameworks
> Complexity

> Integration with Other Systems

> Customization

> Continuous Change/ Evolving threats an technologies
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