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Week 10 Review

1. Business Continuity and Disaster Recovery

(a) Business Continuity (BC) in IT

Involves continuous planning to keep critical business functions ru

nning during and after a disruptive event, such as cyberattacks, nat

ural disasters, or system failures.

(b) Key focus of Business Continuity 

1. Risk Assessment and Business Impact Analysis;

BC focuses on identifying risks and evaluating their potential impac

t on business operations. 

2. Redundancy and Resilience Measures;

BC aims at implementing backups and redundant systems to preve

nt single points of failure. 

3. Crisis Management Planning;

BC aims at organizing a crisis response team and establishing co

mmunication.
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1. Business Continuity and Disaster Recovery

(a) Disaster Recovery (DR) in IT

Disaster Recovery is a subset of Business Continuity that focuses 

specifically on the restoration of IT systems after a disruption. 

(b) Key focus of Disaster Recovery 

1. Performing data Backup and Recovery Solutions;

DR focuses on performing regular backups (off-site or in the cloud) 

to ensure that data can quickly be restored.

2. Establishing Disaster Recovery Sites and Infrastructure;

Focuses at establishing off-site DR locations where data and syste

ms can be replicated, allowing operations to switch to the backup s

ite if the primary systems fail.

3. Testing and Maintenance of DR Plans;

Regularly tests DR procedures to identify gaps and update plans to 

ensure readiness for various disaster scenarios​.

4. Off-site disaster recovery
Refers to the practice of storing criti
cal data, backups, and IT infrastructu
re in a separate, physically distant lo
cation from the main business site. 
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2. RTO and RPO as Metrics in Business continuity

(a) Recovery Time Objective (RTO) 

The maximum acceptable length of time that a system, application, or 

process can be down after a failure or disaster without causing signifi

cant damage to the business.

Purpose of RTO: It sets a target for how quickly systems should be re

stored. 

(b) Recovery Point Objective (RPO) 

The maximum acceptable amount of data loss measured in time. 

It indicates the point in time to which data must be restored to resume 

acceptable operations.

Purpose of RPO: It sets a target for how much data loss is tolerable, 

often dictating backup frequency. 

.
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3. Business Continuity Planning (BCP)

A process in IT that prepares organizations to maintain essential f

unctions and recover critical systems quickly after a disruption. 

Steps of Business Continuity Planning in IT

1. Risk Assessment and Business Impact Analysis (BIA)

(a). Risk Assessment: Identify potential risks to IT infrastructure su

ch as cyberattacks, hardware failures, natural disasters, or power 

outages. 

(b). Business Impact Analysis: Determine the criticality of each IT 

system by analyzing the potential consequences of disruptions to t

he organization. 
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Steps of Business Continuity Planning in IT cont…

2. Strategy Development

(a) Determine Recovery Strategies: Based on BIA findings, identify sp

ecific strategies to recover and maintain IT operations. The strategies in

clude;

Redundant Systems: Set up failover servers or cloud-based backups to 

ensure critical applications remain available.

Data Backups: Regularly back up data, ideally to off-site or cloud storag

e, and defining backup frequency based on RPO requirements.

Alternate Communication Channels: Ensure alternative methods for tea

m communication during disruptions, such as dedicated phone lines or s

atellite communication.

(b) Identify Resource Requirements:

List the necessary hardware, software, and personnel needed to suppor

t the recovery strategy to ensure quick deployment and minimize resour

ce shortages.
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Steps of Business Continuity Planning in IT cont…

3. Plan Development

(a) Create a Business Continuity Document Plan: 

The BCP document plan details specific steps for responding to differ

ent types of incidents. 

The BCP plan must include;

Activation Procedures: Must have the criteria and instructions for whe

n and how to activate the BCP.

Step-by-Step Recovery Procedures: It should have detailed processes 

for recovering each critical system, 

Roles and Responsibilities: It must assign specific roles to staff, such 

as IT managers, data recovery specialists, etc

(b) Vendor Coordination: 

Identify key vendors and partners critical to IT operations, such as clo

ud providers or telecommunications.
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Steps of Business Continuity Planning in IT cont…

4. Testing and Training

(a) Plan testing: 

Conduct regular testing to verify the effectiveness of the BCP e.g;

Tabletop Exercises: Simulated discussions with key personnel to te

st their actions in incident scenarios.

Full Drills: Testing actual procedures in a controlled environment to 

verify that all systems can be restored within RTO and RPO targets.

(b) Employee training

Ensure all relevant personnel are aware of the BCP and trained in t

heir specific roles. 

Regularly update training to ensure readiness as systems or roles c

hange within the organization..
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Steps of Business Continuity Planning in IT cont…

5. Maintenance and Review

(a). Do continuous Updates; 

Regularly update the BCP to reflect changes in the IT environme

nt, such as new applications, updated hardware, or revised recov

ery requirements.

(b). Post-Incident Review; 

After any disruption, review the plan’s effectiveness and adjust ba

sed on lessons learned to strengthen the approach for future inci

dents.
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4. Disaster Recovery Planning (DRP) 

A focused part of Business Continuity Planning (BCP) in IT that co

ncentrates on restoring IT infrastructure, systems, and data acces

s after a disruption. 

Steps of the Disaster Recovery Planning process in IT:

1. Identify the Risk and Impact Analysis

(a) Risk Assessment: Identify the range of potential risks that coul

d impact IT infrastructure, such as natural disasters, cyberattacks, 

system failures, or power outages.

This step assesses the likelihood and potential impact of each thre

at on IT systems.
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Steps of the Disaster Recovery Planning process in IT cont..

Step 1 cont….Risk and Impact Analysis continued…

(b) Business Impact Analysis (BIA): Evaluate the impact of disru

ptions on different systems and processes by determining the;

• Recovery Time Objective (RTO): The maximum acceptable dow

ntime for each system, guiding how quickly each component ne

eds to be restored.

• Recovery Point Objective (RPO): The maximum data loss in ter

ms of time, informing the frequency of backups needed to keep 

data losses within an acceptable limit.
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Steps of Disaster Recovery in IT cont…

2. Setting Recovery Strategies

(a) Define Recovery Priorities: Based on RTO and RPO values, p

rioritize systems by criticality, starting with essential applications an

d data. 

(b) Perform Backup and Data Replication

Regular Backups: Schedule regular data backups, considering stor

age at secure off-site or cloud locations to protect against site-speci

fic disasters.

Real-Time Replication: For high-priority systems, employ real-time 

replication or continuous data protection, ensuring the most recent 

data is available for recovery.
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Steps Disaster Recovery Planning in IT cont…

3. Develop the Disaster Recovery Plan Document

Define Step-by-Step Recovery Procedures:

Create detailed instructions for restoring systems and data.

Set Roles and Responsibilities: Define specific responsibilities for 

key personnel involved in the recovery process.

Define Communication Protocols: Establish clear internal and exte

rnal communication guidelines.

Carry out Vendor and Partner Coordination: Document contact inf

ormation and procedures for vendors (e.g. Cloud providers.
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Steps of Disaster Recovery Planning in IT cont…

4. Testing and Training

(a) Perform Regular DR Testing:

▪ Tabletop Exercises: Scenario-based discussions with relevant s

taff on how they would respond to disasters, helping teams to u

nderstand their roles and responsibilities.

▪ Simulated Drills: Conduct full or partial recovery simulations, su

ch as data recovery exercises or failover drills to test the readin

ess of the DRP.

(b) Perform Staff Training: Train IT staff and relevant employees 

on their roles and recovery procedures. 
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Steps of Disaster Recovery Planning in IT cont…

5. Continuous Improvement and Maintenance

Regular Plan Updates: Update the DRP to incorporate IT changes 

e.g, adding new applications, implementing security updates, or m

odifying system configurations may require revisions.

Post-Incident Review: Conduct a review to identify what worked w

ell and what needs to be improved after any incident.
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5. Testing and Maintaining Business Continuity Plans (BCP)

Testing and Maintaining Business Continuity Plans (BCP) and Dis

aster Recovery Plans (DRP) are essential activities to ensure that 

these plans are effective and up-to-date.

6. Goals of Testing the BCP and DRP

To validate Assumptions: Testing helps to confirm whether assum

ptions in the BCP and DRP are accurate.

To assess Recovery Time and Recovery Point Objectives ensures 

that the recovery processes meet the targeted RTO and RPO

To enhance Preparedness and Confidence: Builds confidence and 

ensures that staff are trained, equipped, and ready to act during a 

real incident.
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7. Testing BCP and DRP in IT

A structured process to validate that BCP and DRP will perform as 

expected during an actual disruption. 

Types of Tests;

Tabletop Exercises; Involve a simulation in which key staff membe

rs discuss their responses to a disaster scenario.

Walkthroughs: Employees go through the plan step-by-step to ens

ure they understand each part and identify missing elements or pr

ocedural issues.

Simulation Drills: simulating specific disaster scenarios (like cyber

attacks or server failures) to test recovery strategies. 

Full-Scale Testing: Full-scale tests involve testing all or major part

s of the BCP and DRP, including backup sites, alternate communi

cation channels, and recovery of critical systems. 
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8. Maintaining BCP and DRP in IT

Involves regularly updating the Business Continuity and Disaster 

Recovery plans to ensures the plans remain relevant and effective 

over time.

Maintenance Activities include;

Review and Update Procedures: IT systems, applications, and infr

astructure evolve over time, necessitating periodic reviews

Incorporate Organizational Changes update the BCP and DRP to 

reflect current team structures and responsibilities.

Perform Vendor and Partner Coordination: maintain up-to-date co

ntact information and verify the vendor’s disaster recovery capabili

ties.

Post-Incident Review and Lessons Learned:, lessons learned afte

r BCP or DRP is activated can be incorporated to enhance future r

esponse effectiveness.
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9. Frequency of Maintenance

Regularly Scheduled Updates: 

After Significant Changes.

Following Each Test or Real Incident: 

10. Benefits of Testing and Maintaining BCP and DRP 

Preparedness: 

Plan Effectiveness: 

Regulatory Compliance: 



Compliance and Regulatory Issues

Compliance and regulatory issues in IT risk management and contr

ol refer to the requirements and challenges organizations face in ad

hering to laws, standards, and guidelines that govern information te

chnology (IT) practices. 

These regulations are designed to ensure data security, protect con

sumer privacy, and maintain the integrity and availability of IT syste

ms. Key Compliance aspects include the following;



Regulatory Requirements 

In IT risk management and control, regulatory requirement

s serve as mandatory guidelines or frameworks that organi

zations must follow to safeguard information systems, ens

ure data integrity, and protect against cyber threats. 

These regulations help maintain high standards for data se

curity, privacy, and operational resilience.

Lets discuss the key components of regulatory requireme

nts in IT risk management in the next slide;



Key Regulatory Requirements

1. Compliance to Data Privacy and Protection

Regulations: Various laws such as the General Data Protection R

egulation (GDPR) in Europe, the California Consumer Privacy Act 

(CCPA) in the U.S, and Personal Information Protection and Elect

ronic Documents Act (PIPEDA) in Canada set guidelines for how 

personal data must be handled.

Requirements: Organizations must ensure data confidentiality, ob

tain consent for data processing, and allow data subjects the right 

to access or delete their information.

IT systems need strict access controls, encryption, and audit log

s to comply.



Key Regulatory Requirements

2. Compliance to Cybersecurity and Information Security Standa

rds

Regulations: Cybersecurity regulations like the Federal Information 

Security Management Act (FISMA) in the U.S, the NIST Cybersecurit

y Framework, and the Cybersecurity Maturity Model Certification (C

MMC) for U.S. Department of Defense contractors set rules for secur

ity practices.

Requirements: These regulations require organizations to identify ris

ks, protect information assets, respond to incidents, and recover fro

m disruptions. 

Organizations implement security controls such as firewalls, regular 

vulnerability assessments, and incident response plans to comply.



Key Regulatory Requirements

3. Compliance to Financial and Operational Controls

Regulations: Financial services are heavily regulated by standar

ds like the Sarbanes-Oxley Act (SOX) in the U.S., which ensure

s accurate financial reporting and internal controls.

Requirements: SOX compliance involves IT risk management to 

ensure data integrity in financial records, restricting unauthorize

d access, and implementing strong internal controls to comply.



Key Regulatory Requirements

4. Compliance to Industry-Specific Regulations

Regulations:

Healthcare: Health Insurance Portability and Accountability Act 

(HIPAA) in the U.S. enforces strict controls for the protection of 

health information.

Financial Services: The Gramm-Leach-Bliley Act (GLBA) and P

ayment Card Industry Data Security Standards (PCI DSS) prot

ect financial and payment card data.

Requirements: These industries require specific encryption, se

cure data transfer methods, multi-factor authentication, and co

ntinuous monitoring to ensure compliance.



Key Regulatory Requirements

5. Compliance to Operational Resilience and Business Co

ntinuity

Regulations: Some regulatory frameworks like ISO 22301 for 

Business Continuity Management and ISO 27001 for Informa

tion Security Management focus on resilience.

Requirements: Organizations must establish business contin

uity and disaster recovery plans to maintain operations durin

g and after disruptions. 

This includes regular risk assessments, IT resilience plannin

g, backup and recovery testing, in order to comply.



Key Regulatory Requirements

6. Compliance to Third-Party Risk Management

Regulations: 

Regulations such as GDPR and PCI DSS require organizatio

ns to ensure that third-party vendors meet compliance stand

ards for data protection.

Requirements:

This involves performing due diligence on vendors, impleme

nting contractual safeguards, and monitoring third-party activi

ties to prevent unauthorized data access in order to comply.



Key Regulatory Requirements

7.  Compliance with Data Retention and Audit Trails

Some regulations require companies to retain data and maint

ain detailed audit logs for a specific period. 

For example, SOX requires financial records to be retained f

or at least five years, and GDPR mandates retention policies 

that ensure data isn’t kept longer than necessary.

Audit trails are essential for demonstrating compliance durin

g audits.



Important Conclusion

Compliance and Enforcement

Regulators often perform audits and assessments to ensure organizations a

dhere to these requirements. 

Non-compliance can result in penalties, financial losses, reputational damag

e, and legal implications.



Compliance strategies and Best Practices

Compliance strategies and best practices in IT risk management and cont

rol are approaches used by organizations to align their IT practices with r

egulatory requirements while minimizing risks and enhancing operational 

resilience. 

1. Develop a Compliance-Driven IT Risk Management Framework

(a) Establish Clear Policies and Procedures: 

Begin with a robust policy framework aligned with relevant regulations su

ch as GDPR, HIPAA, Etc. 

Policies should cover data protection, access controls, incident response, 

and other critical areas, ensuring all employees understand and adhere t

o these guidelines.



Compliance strategies and Best Practices

(b) Integrate Compliance into the Risk Management Framework: 

Align Compliance it with your organization’s risk tolerance and governanc

e structure. A unified framework streamlines risk identification, assessmen

t, mitigation, and reporting processes while ensuring compliance.

2. Perform Regular Risk Assessments and Compliance Audits

Conduct Comprehensive IT Risk Assessments: Identify, analyze, and prior

itize IT risks regularly to understand potential compliance vulnerabilities. T

his also allows organizations to anticipate threats and take measures to a

void non-compliance.

Perform Routine Compliance Audits: Regular internal and external audits 

help detect gaps and validate that controls are functioning as intended. Au

dits should focus on compliance to regulatory standards.



Compliance strategies and Best Practices

3. Implement Access Control and Identity Management

Use Role-Based Access Controls: Restrict access to sensitive da

ta based on an employee’s role and responsibilities, minimizing e

xposure and enhancing data protection.

This is particularly compliant to regulatory frameworks like HIPA

A and GDPR, which require strict data access limitations.

Use Multi-Factor Authentication (MFA): MFA enhances security b

y requiring multiple credentials for system access. This mitigates 

risks associated with unauthorized access, which can lead to dat

a breaches and regulatory violations.

Perform regular access reviews: Periodically review and adjust a

ccess rights to ensure that only authorized personnel have acces

s to critical data and systems.



Compliance strategies and Best Practices

4. Encourage Data Encryption and Secure Data Handling

Implement Data Encryption: Encrypt sensitive data both at res

t and in transit to protect it from unauthorized access. This hel

ps to comply with standards like PCI DSS and GDPR.

Adopt Data Minimization and Retention Policies: Limit data col

lection to what is necessary and establish data retention polici

es that comply with regulatory requirements. 

Secure Data Transfers and Backups: Use secure channels for 

data transfers and maintain encrypted backups to prevent dat

a loss or unauthorized access.
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5. Continuous Monitoring and Incident Management

Set Up Real-Time Monitoring Systems to detect anomalies in r

eal time allowing quick responses to potential breaches or susp

icious activity. 

This alert IT teams about unauthorized access, policy violations

, or unusual system behavior.

Develop and Test an Incident Response Plan that outlines the s

teps to contain, investigate, and recover from an IT incident to 

ensure that it is effective and compliant.

Ensure Compliance with Incident Reporting Requirements: Reg

ulations like GDPR and HIPAA require timely reporting of data 

breaches. 

Ensure your incident management plan includes procedures for 

notifying relevant authorities and stakeholders within the requir

ed timeframes.
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6. Carry out Employee Training and Awareness Programs

Regular Training on IT Compliance and Security Practices: Educate 

employees on regulatory requirements and secure practices related 

to data handling, phishing prevention, and incident response. 

This helps to reduce risks stemming from human error and increase

s compliance awareness.

Phishing Simulations and Awareness Campaigns: Simulate phishing 

and other social engineering attacks to teach employees how to reco

gnize and report suspicious activity. 

Continuous awareness efforts are essential as human errors are a si

gnificant source of IT risks.



Compliance strategies and Best Practices

7. Vendor and Third-Party Risk Management

Conduct due diligence on vendors: Assess how the third-party ven

dors who access or process your organization’s data must comply.

Ensure they meet regulatory requirements and have appropriate d

ata protection measures.

Include Compliance Clauses in Contracts: In the Contracts with ve

ndors, ensure vendors adhere to regulatory requirements, conduct 

regular audits, and notify your organization of any data breaches o

r compliance issues.

Perform Vendor Risk Assessments: Continuously monitor and eval

uate vendors to ensure they maintain compliance.

Regularly review contracts and re-evaluate risks, especially when 

a vendor’s services or compliance requirements change.
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8. Documentation and Reporting Mechanisms

Maintain Comprehensive Documentation: Document all policies p

rocedures, compliance efforts, like risk assessments, incident res

ponse plans to prove compliance and demonstrate due diligence 

during audits.

Automate Reporting Where Possible: Use compliance tools that g

enerate automated reports, making it easier to track compliance 

metrics and provide regulators with the necessary evidence. 

Implement a Centralized Compliance Dashboard: Use dashboard

s that provide real-time insights into your compliance posture, hel

ping decision-makers to monitor, manage, and improve complian

ce across the organization.



Compliance strategies and Best Practices

9. Adopt a Continuous Improvement Approach

Stay informed of regulatory changes: Regulatory environments c

an change rapidly, so stay updated on new or evolving standards 

that impact your organization.

Do regularly review and update controls: Conduct periodic revie

ws and updates in response to evolving threats, business chang

es ,and new technology to ensure that IT controls remain effectiv

e and compliant. 

Form internal compliance committees: Assign specific complianc

e roles responsible for evaluating and improving IT risk manage

ment practices as it ensures accountability and allows for continu

ous refinement.



Impact of Non-compliance in IT risk management 
and control

Non-compliance refers to the failure of an organization or its employees to f

ollow established policies, procedures, or regulations that help to mitigate ri

sks and ensure operational security and efficiency.

This can lead to severe consequences, affecting various aspects of an orga

nization’s operations, financial health, reputation, and legal standing. 

The impacts include;

1. Leads to Financial Penalties and Fines

Regulatory Fines: Non-compliance with data protection regulations such as 

GDPR, HIPAA, or PCI DSS often results in heavy fines. E.g HIPAA violation

s can result in penalties of up to $50,000 per violation.

Increased Insurance Premiums: Non-compliance and frequent incidents can 

lead insurers to increase premiums or deny coverage, raising the cost of ins

uring the organization against cyber risks.

Legal Fees and Settlements: Severe breaches or data mishandling, may ca

use organizations to face lawsuits from affected individuals or business part

ners.



Impact of Non-compliance in IT risk management 
and control

2. Leads to Operational Disruptions

System Downtime: Non-compliance often goes hand-in-hand with 

weak controls and poor IT infrastructure, increasing the risk of cyb

erattacks and system failures thus disrupting business operations 

and lost productivity and revenue.

Resource Drain: Investigating, responding to, and recovering from 

a compliance-related incident diverts resources from regular opera

tions.

For example, responding to a data breach may require additional s

taff, IT resources, and third-party support, which can strain the org

anization.



Impact of Non-compliance in IT risk management 
and control

3. Leads to Loss of Customer Trust and Reputation

Erosion of Brand Image: Customers, investors, and stakeholders ma

y lose trust in an organization that fails to secure its IT systems and 

comply with regulatory requirements. 

A damaged reputation can reduce customer retention, limit new busi

ness opportunities, and affect the organization’s overall brand value.

Negative Publicity: Non-compliance incidents like data breaches or r

egulatory penalties often cause reputational damage.

This can have long-term consequences as customers and partners 

may be reluctant to work with a company perceived as unreliable or 

untrustworthy.

Reduced Competitive Advantage: In the marketplace, Companies th

at fail to meet compliance requirements may struggle to compete wit

h others that are fully compliant.
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and control

4. Legal Liabilities and Litigation

Lawsuits and Legal Action: Non-compliance with data protectio

n and privacy laws, can lead to lawsuits from affected individual

s or regulatory agencies. 

For instance, data breaches can result in lawsuits from custom

ers whose personal data was exposed, while failing to follow S

OX requirements can result in lawsuits from shareholders.

Sanctions and Restrictions: Regulators may impose sanctions 

or restrict the organization’s ability to conduct business, such a

s limiting its access to certain markets, revoking licenses, or ev

en shutting down operations in severe cases.
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5. Increased Cybersecurity Risks

Vulnerability to Cyberattacks: Non-compliant organizations oft

en lack robust IT controls, making them easy targets for cyber

criminals. 

Poor compliance can leave gaps in defenses, increasing the l

ikelihood of incidents such as ransomware attacks, phishing, 

and data theft.

Inadequate Incident Response: Non-compliant organizations 

may lack established protocols for responding to IT incidents, 

resulting in slower recovery times, greater data loss, and high

er costs for containment and mitigation.
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and control

6. Loss of Data and Intellectual Property

Data Breaches and Information Theft: Weak IT controls increa

se the risk of data breaches, exposing sensitive customer info

rmation, business data, and intellectual property.

Loss of such information can be devastating, both financially 

and operationally, especially if competitors gain access to val

uable proprietary data.

Intellectual Property Risks: For technology-driven businesses, 

loss of intellectual property due to poor data controls can redu

ce market advantage and diminish the value of proprietary tec

hnology or processes.



Impact of Non-compliance in IT risk management 
and control

7. Leads to increased Regulations and operational Constraints.

Increased Regulatory restrictions: Once a non-compliance issue i

s identified, regulators may impose more frequent audits, require 

additional reporting, resources, and implement closer monitoring 

of the organization’s practices. 

Operational Constraints: In extreme cases, regulators may restrict 

a non-compliant organization from certain activities, such as proc

essing payments or handling sensitive data, until it demonstrates 

compliance.

These restrictions can be disturbing especially for industries that 

depend heavily on data processing and financial transactions.



Impact of Non-compliance in IT risk management 
and control

8. Erosion of Employee Morale and Productivity

Internal Distrust: Employees may feel bad working for an organiza

tion with poor IT risk management and compliance practices, espe

cially if these issues lead to frequent operational disruptions. 

Loss of trust and confidence can result in decreased morale, prod

uctivity, and loyalty.

Employee Turnover: Non-compliance can create a culture of insta

bility, leading some employees to seek opportunities in more stabl

e and compliant organizations.

High turnover can increase recruitment costs, lower productivity, a

nd damage institutional knowledge.
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and control

9. Impact on Business Partnerships

Loss of Business Partners and Contracts: Business partners m

ay be unwilling to continue relationships with non-compliant org

anizations in fear of potential liability or reputational damage.

This can result in lost contracts, supplier relationships, and othe

r partnership opportunities.

Difficulty in Establishing New Partnerships: Non-compliance ma

y create barriers to forming new partnerships, particularly in ind

ustries with strict regulatory requirements.

Potential partners may view a history of non-compliance as a ri

sk and prefer to work with organizations with a proven track rec

ord of compliance.



Impact of Non-compliance in IT risk management 
and control

10. Negative Impact on Financial Performance

Decreased Revenue: Non-compliance incidents and the resultin

g reputational damage, loss of business, and legal penalties can 

directly reduce revenue. 

Organizations may experience customer attrition and diminished 

sales, affecting profitability.

Reduced Shareholder Confidence:  By being non compliant, publ

ic companies risk losing shareholder confidence from  investors 

which can lead to reduced stock value.

Investors often seek companies with strong compliance and risk 

management practices as an indicator of stability and reliability.



Challenges of Compliance and IT Risk Management

Complexity of Regulations: Different regulations may apply dependi

ng on the organization's industry, location, and size, leading to comp

lex compliance requirements.

Evolving Threat Landscape: As cyber threats change with a change 

in regulatory requirements which makes it difficult for organizations t

o stay current.

Resource Constraints: Maintaining compliance and managing IT risk

s often requires significant resources including personnel, technolog

y, and financial investments.

Rapid Data Growth: With the rise of cloud computing and digital tran

sformation, data is more distributed, complicating compliance and ri

sk management efforts.



Important Conclusion

Non-compliance in IT risk management can have far-reach

ing consequences across financial, operational, and strate

gic aspects of an organization.

By prioritizing compliance, organizations can avoid these r

isks, protect their assets and reputation, and position them

selves as trustworthy and responsible industry players.



Week 11 Summary 

1. Compliance and regulatory issues

These are requirements and challenges organizations fa

ce in adhering to laws, standards, and guidelines that go

vern information technology IT practices.

2. Regulatory requirements 

These serve as mandatory guidelines or frameworks that 

organizations must follow to safeguard information syste

ms, ensure data integrity, and protect against cyber thre

ats.

2(a). Key Regulatory Requirements

1. Compliance to Data Privacy and Protection

2. Compliance to Cybersecurity and Information Security Standards

3. Compliance to Financial and Operational Controls

4. Compliance to Industry-Specific Regulations 

5. Compliance to Operational Resilience and Busin

ess Continuity

6. Compliance to Third-Party Risk Management

7.  Compliance with Data Retention and Audit Trails



Week 11 Summary 

3. Compliance strategies and Best Practices

Compliance strategies and best practices in IT risk management a

nd control are approaches used by organizations to align their IT pr

actices with regulatory requirements while minimizing risks and en

hancing operational resilience. 

1. Develop a Compliance-Driven IT Risk Management Framew

ork

(a) Establish Clear Policies and Procedures

(b) Integrate Compliance into the Risk Management Framework

2. Perform Regular Risk Assessments and Compliance Audits

(a) Conduct Comprehensive IT Risk Assessments 

(b) Perform Routine Compliance Audits

3. Implement Access Control and Identity Management

(a) Use Role-Based Access Controls

(b) Use Multi-Factor Authentication (MFA)

(c) Perform regular access reviews

4. Encourage Data Encryption and Secure Data Handling

(a) Implement Data Encryption

(b) Adopt Data Minimization and Retention Policies

(c) Secure Data Transfers and Backups

5. Continuous Monitoring and Incident Management

(a) Set Up Real-Time Monitoring Systems

(b) Develop and Test an Incident Response Plan

(c) Ensure Compliance with Incident Reporting Requirements
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Compliance strategies and Best Practices cont…

6. Carry out Employee Training and Awareness Programs

Regular Training on IT Compliance and Security Practices

Phishing Simulations and Awareness Campaigns

7. Vendor and Third-Party Risk Management

Conduct due diligence on vendors

Include Compliance Clauses in Contracts

Perform Vendor Risk Assessments

8. Documentation and Reporting Mechanisms

Maintain Comprehensive Documentation

Automate Reporting Where Possible

Implement a Centralized Compliance Dashboard

9. Adopt a Continuous Improvement Approach

✓ Stay informed of regulatory changes

✓ Do regularly review and update controls

✓ Form internal compliance committees



Week 11 Summary 

4. Impact of non- Compliance 

Non-compliance refers to the failure of an organization or its em

ployees to follow established policies, procedures, or regulation

s that help to mitigate risks and ensure operational security and 

efficiency.

The impacts include;

1. Leads to Financial Penalties and Fines

Regulatory Fines

Increased Insurance Premiums

Legal Fees and Settlements

2. Leads to Operational Disruptions

System Downtime

Resource Drain

3. Leads to Loss of Customer Trust and Reputation

Erosion of Brand Image

Negative Publicity

Reduced Competitive Advantage

4. Legal Liabilities and Litigation

Lawsuits and Legal Action

Sanctions and Restrictions



Week 11 Summary 

Impact of non- Compliance cont….

5. Increased Cybersecurity Risks

Vulnerability to Cyberattacks

Inadequate Incident Response

6. Loss of Data and Intellectual Property

Data Breaches and Information Theft

Intellectual Property Risks

7. Leads to increased Regulations and operational Const

raints.

Increased Regulatory restrictions

Operational Constraints

8. Erosion of Employee Morale and Productivity

Internal Distrust

Employee Turnover

9. Impact on Business Partnerships

Loss of Business Partners and Contracts

Difficulty in Establishing New Partnerships

10. Negative Impact on Financial Performance

Decreased Revenue

Reduced Shareholder Confidence



Week 11 Summary 

5. Challenges of compliance

Complexity of Regulations

Evolving Threat Landscape

Resource Constraints

Rapid Data Growth
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End of Week 11

NEXT LECTURE we will look 

@ Week 12: Security Governance   

and Management

See u There!


