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1. Main infrastructural and human resource constraints affecting health records 

management in low-resource settings 

Infrastructural constraints: 

• Inadequate ICT infrastructure: Many health facilities in low-resource settings lack 

stable electricity, reliable internet connectivity, and modern computing equipment. 

Frequent power outages and limited access to backup systems make it difficult to maintain 

electronic health record (EHR) systems. 

• Poor physical storage facilities: Paper records are often kept in overcrowded, poorly 

ventilated rooms, leading to damage, misfiling, or loss of records due to moisture, pests, or 

fire. 

• Limited financial resources: Budget constraints limit investments in servers, data centers, 

and maintenance of digital infrastructure. 

• Weak data connectivity between facilities: Lack of interoperability and networking 

between hospitals, clinics, and laboratories leads to isolated data silos, preventing seamless 

information sharing. 

• Inadequate maintenance and technical support: There are few ICT technicians or 

biomedical engineers to provide timely maintenance and troubleshooting of health 

information systems. 

Human resource constraints: 

• Shortage of trained health information officers: Many facilities rely on clerks with 

minimal formal training in health records management. 

• High workload and staff shortages: Overburdened staff have limited time to ensure 

accurate record entry, filing, or data quality checks. 

• Limited ICT skills: Health personnel often lack training in using digital tools, data entry, 

and information analysis. 



• Low motivation and poor remuneration: Low salaries and lack of incentives reduce staff 

commitment to accurate and timely recordkeeping. 

• Brain drain: Skilled health informatics professionals often migrate to better‐resourced 

settings, leaving a shortage of expertise locally. 

2. Impact of reliance on paper-based health records on data quality, accessibility, and patient 

care continuity 

a) Data quality 

• Errors and illegibility: Handwritten entries can be illegible or incomplete, leading to 

clinical errors. 

• Duplication and inconsistency: Paper systems make it difficult to detect duplicate patient 

records or inconsistencies in demographic or clinical data. 

• Data loss and deterioration: Paper records are prone to physical degradation, 

misplacement, and damage. 

• Delayed data reporting: Manual aggregation and reporting increase chances of 

transcription errors and delayed submission of health statistics. 

b) Accessibility 

• Slow retrieval: Locating patient files in large record rooms consumes time, delaying care 

delivery. 

• Limited sharing: Paper records cannot be easily shared between departments or facilities, 

hindering coordinated care and referrals. 

• Poor data security: Physical files can be accessed or removed without authorization, 

compromising confidentiality. 

c) Continuity of care 

• Fragmented patient histories: Patients attending different facilities often have 

incomplete or lost histories, leading to repeated tests and poor treatment follow-up. 



• Inefficient decision-making: Lack of timely access to complete data affects clinical and 

administrative decision-making. 

• Reduced accountability: Tracking provider performance or verifying past interventions 

becomes difficult without integrated records. 

3. Strategies for transitioning from manual record keeping to digital systems in low-resource 

settings while ensuring sustainability 

a) Policy and strategic planning 

• Develop a national eHealth strategy outlining goals, standards, funding, and governance 

for digital transformation. 

• Start with pilot implementations in selected facilities to learn and adapt before scaling. 

• Ensure stakeholder engagement—involve healthcare workers, patients, ICT staff, and 

policymakers in system design and rollout. 

b) Infrastructure development 

• Prioritize investment in basic infrastructure such as reliable electricity (including solar 

power) and internet connectivity. 

• Use affordable, open-source EHR solutions (e.g., DHIS2, OpenMRS) that can be 

customized to local needs and reduce licensing costs. 

• Implement hybrid systems that can work offline and synchronize data when connectivity 

improves. 

c) Capacity building 

• Train staff in ICT skills, data entry, and privacy standards. 

• Create local technical support teams for troubleshooting and system maintenance. 

• Promote peer learning and mentorship among health workers to build confidence in 

system use. 

 



d) Financial and operational sustainability 

• Integrate EHR investments into national health budgets instead of relying solely on donor 

funding. 

• Adopt phased implementation to spread costs over time. 

• Encourage public-private partnerships (PPPs) for infrastructure and software support. 

e) Governance and change management 

• Establish data governance frameworks for privacy, security, and interoperability. 

• Implement monitoring and evaluation mechanisms to track progress and user 

satisfaction. 

• Communicate clearly about benefits to overcome resistance to change. 

4. Influence of health workers’ attitudes, training, and computer literacy on adoption and 

effective use of EHR systems 

Attitudes: 

• Resistance to change: Health workers may view EHRs as disruptive to workflow or fear 

job displacement, leading to reluctance in adoption. 

• Perception of usefulness: Positive attitudes emerge when workers perceive EHRs as 

improving efficiency, reducing workload, or enhancing patient care. 

• Trust and data privacy concerns: Fear of data misuse or surveillance can lead to limited 

system use. 

Training and computer literacy: 

• Limited digital competence: Lack of basic computer skills hinders confidence in using 

digital tools. 

• Inadequate system-specific training: Without proper orientation, users may make data 

entry errors or misuse functionalities. 

• Continuous professional development: Regular refresher courses and support sessions 

encourage sustained usage and proficiency. 



Organizational culture: 

• Supportive leadership and recognition of system use improve staff morale and acceptance. 

• Peer champions or “super-users” can motivate others and demonstrate practical benefits. 

Mitigation strategies: 

• Conduct change management programs emphasizing user involvement, feedback, and 

empowerment. 

• Provide hands-on, context-based training focusing on daily tasks. 

• Offer incentives and recognition for accurate and timely data entry. 

• Ensure technical support is available to address challenges promptly. 

5. Designing or improving routine health information systems (RHIS) for reliable use in 

decision-making, planning, and monitoring 

a) Data collection design 

• Develop standardized data collection tools and indicators aligned with national health 

priorities. 

• Use unique patient identifiers to link data across services and avoid duplication. 

• Simplify data entry forms to reduce errors and staff workload. 

b) Data quality assurance 

• Implement data validation and verification protocols, including routine data quality 

audits (RDQA). 

• Conduct supervisory reviews and provide feedback to health workers on data 

completeness and accuracy. 

• Automate data consistency checks within electronic systems where possible. 

c) Capacity building and data use culture 



• Train health workers not just in data collection, but also in data interpretation and 

utilization. 

• Integrate data review meetings into routine management processes. 

• Encourage evidence-based decision-making at all levels (facility, county, national). 

d) System integration and interoperability 

• Link RHIS with other subsystems (logistics, HR, finance) for comprehensive health system 

monitoring. 

• Use open standards such as DHIS2, FHIR, or OpenHIE for interoperability and data 

exchange. 

e) Feedback and accountability mechanisms 

• Provide regular performance dashboards and data visualizations to motivate data use. 

• Establish feedback loops so that frontline workers see how their data informs policy and 

resource allocation. 

f) Sustainability 

• Ensure local ownership through government leadership and adequate funding. 

• Build partnerships with academic institutions for continuous system evaluation and 

innovation. 
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