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YTacrym Cy/HK33HUN CTaHAapTyyAa
802.114a,b, g, n ...
YTacrym cy/mkasHnn pumsmk 6onoH MAC TyBLUWH
OU3NK TYBLUHUIN TEXHONOTMNYA
YTacrym Cy/hK33HUM acyyaan, TYYHUUr wunnaeapnisx CSMA/CA TexHonoru
YTacrym Cy/HK33HUN YHACOH pyHKLYYA
Authentication
Confidentiality
Integrity
CraHaapTyyablH Xapbuyynant
WIMAX
YTacrym cymkasHum 6ypanasxyyH X3cryya, T3Ar33pumnH yypar
SSID
YTacrym AoToo CY/mK33HUNA 3arBap

YTacrym Cy/mK3sHUA HyyuasnbiH CTaHAApTYyA
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YTacrym Cy/mK33HUN CTaHaapTyyA

= YTacrym Cy/mK33HUN CTaHAapTbIr TOAOPXOUIAor
4-H 6anryynnara 6aunaar.

bauryynnara F'YULTHX YYypar

ITU-R O3NXUAH XaMXK33HA, AaBTaMX XyBaapwuianTbir
XapwyuAaar

IEEE YT1acryn LAN-uinH ctaHgaptumnaar. (802.11)

Wi-Fi Alliance Wi-Fi-aac cepTndukatunnaHacaH nporpameiH aaryy
WLAN-A awmrnaraax TexXeepeMxmmnr
CTaHAap4yunaar.

Federal AMEPUKUMNH 3aCrinH ra3pbliH areHTnar 6ereeg AHY-

Communication NNH X3MXX33HA, AaBTaMX XyBaapunanTbir

Commission (FCC)  xapwyupar.



YTacrym Cy/mK33HUN CTaHaapTyyA

= 1997 oHa IEEE-ra3c 802.11 ctraHaapTan
yTacrymn gotooa cymk3ar (WLAN)
TAHWNLYYNCaH.
= OpuuMH yen xemkun Hb XypaauTtan 6amnHa.
= JIMueH3 waapanararyn AaBTaMx
awurnagar.
=900 Mhz
2.4 Ghz
«5 Ghz



WLAN cTaHpapTyya

802.11
802.11a
802.11b

802.11e

802.11f

802.11g

802.11h

802.11i

802.11n

AHXHbI YTacrym A0TOOA CYy/Hk33 — 1Mbps-2Mbps AsMXnH3
5 Ghz eHaep XypAaHbl yTacryn cynmkas — 54Mbps asaMxuHa.
2.4 Ghz eHpep xypaHbl yTacrym cymkas — 11Mbps AsMKMHS3.

IEEE 6yx yTacryl CymkasHuK nHTepdencyyasa 30puyscaH
XasArnanTbiH YaHapbiH YWIYUMAIT33HUN LWAapAnarbir TOAOPXOUIAOT.

P2P xonbonTelH cTaHAapT

2.4 Ghz eHpep xypaHbl yTacrym cymka3 — 54Mbps asmMxunH3
Hyyunan eHgep.

EBpen, A3uiH 6ycag awmvrnaragar. 5 Ghz eHgep xypaHbl yTacrym
CYJDK33

HyyunanbiH ctanaapTbir Togopxonnaor. 802.1X, TKIP, AES

MIMO pn33p axxunnagar. 50- 140Mbps-uir asmxaar.



Wireless standarts

= 802.11a OFDM (Orthogonal Frequency Divisional Multiplexing)
= 54 Mbps, 5.5 GHz 3ypBacbkIiH pagno gonrnoHg 3opuynargcaH
= 52 FDM cyBartan (48 for data; 4 for synchronization).
= 18 Mbps xyptan PSM, goaaw xyparau erergeng QAM awwvrnaxa.

= 802.11b HR-DSSS (High Rate Direct Sequence Spread Spectrum)
= 11 Mbps, 2.4 GHz 3ypBacT KoasIoH gamXyynHa

= 4 acBan 8 outur CCK Kogoop KOAMOH AaMXKyyriHa.
= 1 Mbps, 2 Mbps :: 2-PSK, 4-PSK, 1 6Gutninr kogosnHo
= 5.5 Mbps :: 2-PSK, 4 6utnur kogonHo
= 11 Mbps :: 4-PSK, 8 6butuinr kogonHo

= 802.11g OFDM(Orthogonal Frequency Division Multiplexing)
= 802.11a, 802.11b X0€pbIH HAraan
= 54 Mbps xypTanx ereranunH xXypabir A3MXUHS.
= 2.4 GHz 3ypBacbIiH pagno OoNrMoH4 aluurnargaHa.



Architecture

o BSS-basic service set-for building block of a wireless
LAN: -A BSS without an AP is called an ad hos network,
a BSS with an AP is called an infrastructure network

s Extended Service Set (ESS)-is made up of two or more
BSSs with APs. In this case, the BSSs are connected
through a distribution system, which is usually a wired
LAN. The distribution system connects the APs in the
BSSs.




YTacrym AoTooa CY/HK33HUM 3arBap

3arsap YWIUMIr33HUN Tannb6ap
H3p

Ad-hoc Independent Basic  X0Ep TOX66POMXMUUT LIYYA
Service Set (IBSS) xonbox yyparTan.

Infrastructure (Har AP) Basic Service Set Byx yTacrym tercresimiH
(BSS) Texeepemxyya Har AP-oop
AaMXMXK xonboraaor.

Infrastructure (Haraac Extended Service OnoH AP-oop gotooa
ON10H AP) Set CYJDK33r YyyCraaar.
(ESS) Cy/mHK33HMM XaMpax Xypa3
TOM.
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Extended Service Set (ESS)

Server or
Gateway

s 2 6a TYYH93C A33w AP xamapcaH cyImkaa

= BSS-yya Hb Distributed System-g xonboraoHo.
(uxae4naH ymacmau LAN)

= Distribution System: 802.11, 802.3
= Infrastructure



Pusuk TtyBwunH 802.11 npoTokon

MAC
sublayer

Logical link control

802.11
Infrared

802.11
FHSS

802.11
DSSS
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802.11b
HR-DSSS

802.11g
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Note - ordinary 802.11 products are no longer being manufactured.



MAC Sublayer Protocol

= 802.11 wireless LANs, “seizing the channe
CyBar 33/13X CY/1K33

= XOEp acyyaan:

= Hidden Terminal Problem-6ue 6ueHnnxa3
NABTAMXUNI M3JAXTYU yen

= Exposed Station Problem- Hidden-Hbl 3cpar ynnasn
= [153pX 2 npobnembir Wnnaax erex yHkKL;:

= DCF (Distributed Coordination Function)

= PCF (Point Coordination Function).

= DCF npouecc 3aaBan, PCF Hb H3ManTa33p
X3P3MKNH3.

III



MAC Layer

LLC sublayer

PCF MAC
(Optional)

DCF MAC

Physical layer




Hidden Terminal Problem

= Wireless TexeepeMx Hb

Awantstosendto B

but cannot hear that ﬂ,aM)KYYJ'laX paﬂ,VlO 3ypBaCTal‘;|
B is busy 6anHa.
gfagie\ = CSMA axunnaxryii yes
radio , = CTex B pyy nnrasHa.
g | g | = ATex “senses” XuitcaH 4 C
| /| TOX-MWH JaMXyynanTbir

M343XIyn yunp 6ypyy
trangr:ws;mng,/ NaMXKyynanT 60sHO.

-
..,_.__-’



Exposed Station Problem

A wants to send to B = JH3 Hb 3Cpar npobnem.
but cannot hear that
Bis busy i = B T1ox C Tex pyy
RaEg\e\ WNM33XUNH TYNA
of C's -
WX \ CYBIMUI COHCOHO.
/ \ = BTex A Tex-uuH
| | BaMXYYNnanTbir COHCOX
A 6anraa ven C pyy
QRN OAMXKYYNANT XUMXK
transmmmg,

SIS 6onoxrym.



Distribute Coordination Function (DCF)

= CSMA/CA collision —c 3aUncxmmx xaHaanTbir alnrnaHa.
XOEp ropnmMoop CyBrmnr COHCOHO:
= Virtual carrier sensing
= physical carrier sensing

= Jlapaax ynnanssp A3MXUrasH3:

1. MACAW (Multiple Access with Collision Avoidance for
Wireless) with virtual carrier sensing.

2. l-persistent physical carrier sensing.



Data and Control dopenm connnuox

1.

Dpenm NNrasaxasc eMHe TEXOOPOMXK 3e6er4y JaBTaMXuH
093P XYY4A3MNUH TYBLUMHI33P OPYHbIT LWanraHa.
(Persistence strategy)

Idle ongeon Ttex DIFS xyrauaaHg xynaaraag Request
to Send (RTS) yanpgnarsiH gopenm UnradHa. RTS
dopenmp cyear a3nax xyravuaa Network Allocation
Vector (NAV) aryynargcaH 6anHa.

RTS xynasH aBaracaHbl gapaa Short Interframe
Space (SIFT) xyrauaaHs! TypL xynaaraag Clear to
Send (CTS) yaupaonarelH dopenm NUNrasHa.

CTS xynasH aBaapg SIFT xyrauaaHbl gapaa ereragnee
UINra9H9.

XynasH aBax Texeepemx MeH SIFT xyrauaaHn
xynaaraag ACK ppenm nnrasHa.




CSMA/CA and NAV Brergen conunuox xyrawaa

Destination All other stations

S1ES D s
— \ata> (No carrier sensing)
SIFS
f/,A_C’IS"/ -
Y \/ Y \

Time Time Time Time



Frame Format

2 bytes 2 bytes 6 bytes 6 bytes 6 bytes 2 bytes 6 bytes 0 to 2312 bytes 4 bytes
FC D Address 1 | Address 2 | Address 3 SC Address 4 Frame body FCS
Protocol To |[From | More Pwr | More
2 bits 2 bits 4 bits 1 bit 1bit 1bit 1bit 1bit 1bit 1bit 1 bit

Frame Control (FC) : 2 byte, o34 Tanbapyyoan xyBaargaHa.
Type : Frame type
(00-Manage, Tex AP xoopoHA axHUK XoNn0onTbiH hpenm
01-Control, CyBart xaHganTbiH dopenm
10-Data, Data and Control Information)
Subtype : Frame type subtype
(01-1011 RTS, 01-1100 CTS, 01-1101 ACK rax maT)
To DS, From DS :
D: 1, NAV
Addresses : 4 xaaruir Tanbap, To DS, From DS-33c xamaapanTan.
Sequence Control (SC) : Flow Control, Frame Sequence Number
Frame body : 0 - 2312 byte
FCS : CRC-32




Addressing mechanism

XycHart 15.1 FC tanbapbiH gaa Tanbdap

To From
DS DS Address 1 Address 2 Address 3 Address 4
0 0 Des_tination Sou_rce BSS ID N/A
station station
Destination Sending Source
0 1 station AP station N/A
Receiving Source Destination
1 0 AP station station N/A
1 1 Receiving Sending Destination Source
AP AP station station
Address 1 :: [lapaarnmH TexeepeMXUNH Xasr
Address 2 :: OMHOX TOXOOPOMXUNH Xasar
Address 3 :: Address 1 Togopxounryin 6on Final Destination
Address 4 :: Source TexeepeMXUNH Xasr




Addressing mechanism: CoHront 1

«(—BA*-—

Addr Addr Addr Addr
1 2 3 1

ToDS =0, From DS = 0.
®penm Distribution System (DS)-33c xamaapanryn.

BSS 00Tpoo Texeepemk X00poHO AaMXuK banraa racaH yr.
ACK ax yycryyp Texeepemxug dyuHa.




Addressing mechanism: CoHront 2

ToDS =0, From DS =1.

®penm Distribution System (DS)-aac npHa. AP-to-Station
ACK AP-g 6yuHa.

Address 3 Source TexeepeMXUNH Xasarumnr 3aaHa.




Addressing mechanism: CoHront 3

— — — — — — — — — — — — — — — — — — — — — —

ST T T EET @l - - -----------o-oooC

ToDS =1, From DS = 0.

®penm Distribution System (DS)-pyy unraargcoH. Station-to-AP
ACK Source Texeepemxug byuHa.

Address 3 Destination TexeepeMXUNH Xxaarmnur 3aaHa.




Addressing mechanism: CoHront 4

|
|
I
| Wireless Distribution System
I
I

Addr Addr Addr Addr
1 2 3 4

ToDS =1, From DS =1.

®penm DS-33¢ DS pyy unraaracaH. AP-to-AP

DS-yya meH wireless LAN.

Address 3 Destination TexeepeMXnUnH xasarumr saaHa.
Address 4 Source TexeepeMXUNH Xasarumnr 3aaHa.



YTacrym cy/mKa3HUM YHACOH PYHKLUYYA

= Authentication — yTacryn cy/mk3sHum
X3P3rN3rymmr TaHUX YU axkunnaraa

= Confidentiality — yTacrymn cymkssHum
X3P3rn3ry XoopoHAbIH M34331/IUNH
HYYLUJ1anbIr XaHrax a)kuniaraa

= Integrity — yTacrym cy/mka3arasp gaMxKmx
6anraa ererannnH 6ypaH 6yTaH 6ananbir
XaHrax akunnaraa



YTacrym cy/mka3H1UM 6ypanasxyyH Xacryya,
T3AM33PUNH YYpPar

= SSID — service set identifier — yTacrym
CY/HX33HUWN LIOPbIH raHL, TaHury éonaor.

= ESS 3arBapt AP-yyabiH SSID mxunn 6anxbir
lWaapAAaar.

= 2- 32 6UTUWH ypTTan.



WIMAX for MAN

= IEEE 802.16

= YTacrym epreH 3ypBacblH TEXHOMOMM

= 2-12 GHz paBTaMXUWH 3ypBacT aXxunnaaar.
= L|9ra3c UarT, HAr U3raaC OJ1I0H LUSIT XON60NThIM A3MXKAAT.
= 50 KM OpuYMM xaMpax XypasTan
= 75Mbps xypaTau

= Byx TOpAMNH M3433nN1Mnr eHaep Xypaaap AaMxKyynax
60NMOMXKTOMN.

= YaHapTan, HanaBapTanm axxunnax 6o0m1oMxKToN.



Bluetooth

= Ad Hoc Network —HuUn TexHonoru

s Anraatam yHKUTIN Texeepemxyya xoopoHa Wireless
LAN TexHomnoru awurnaH ereraesn conunuox

(telephone, notebook, computers, printers, cameras ...)

= Har Texeepemx Hereeree Piconet cynxaaraap xamx
OITHO.

= borvHo 3anH paguo gamxyynard aryynHa.
= 802.15 ctaHgapTaap X3parknHa.



Bluetooth Architecture

Bluetooth-nnn 6yTtau:

= Piconet 8 XxypTanx texeepemx
( Master — 1, Slave — 7
One-to-One, One-to-Many )

= Scatternet Piconet-yyannH Hargan.




Bluetooth Architecture

Piconet

SCATTERNET

PICONET

Piconet



Bluetooth Layers

Applications

Profiles

<

)

x]
o)

L2CAP layer

Control

Audio

Baseband layer

Radio layer

 Radio Layer
« 2,402; 2.480GHz 3ypsacTt 1 MHz byxuin 79 cysar yycragar
* Modulation/Demodulation xunHa. f.=1600Hz
« FSK awwurnana
- Baseband Layer
« TDMA xanganttam Time slot = 625 mkcek




Physical Links

 Synchronous Connection-Oriented Link
Point-to-Point Link
Real-Time gamxyynanr.

OreranuinH 6yTaoH bangan 6yc XynasanTUUH Xyrauaa
(Latency) 4yxan, gaxvH gamxyynanT 6anxryn.

 Asynchronous Connectionless Link
Point-to-Multipoint Link
©reranunH oyTaH bangan vyxan
[OaxnH gamxyynant XMnUHa.




Frame Format

72 bits 54 bits 0 to Vbits

Access Code | Header Data

N= 240 for 1-slot Frame
Address| Type |F[A|S HEC N= 1490 for 3-slot Frame

3bits 4 bits 1 1 1 8 bits N= 2740 for 5-slot Frame
This 18-bit part is repeated 3 times.

Access Code : 72 bit, cmHxpoHunonbIH OUT
Header :
Address : 3 bit, 7 slave TexeepemxnnH gyraap, Broadcast ‘0’
Type : 4bit, 0954 TYBLUH33C UPIX ereranmmuH Teper
F : 1 bit, Flow Control. ‘1’ 6on Buffer Full
A : 1 bit, ACK
S : 1 bit, Sequence Number
HEC : 8 bit, checksum error detection information
Data : 0-2740 bits



!'_ AHXxaapan TaBbcaHAa 6asipnanaa.
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