Lecture 8
Internet Security

Lecturer: Professor Rasulev D.M.



Internet Security

* basic concepts of security

* public-key/private-key
cryptography

e security protocols

e digital signatures, digital
certificates

* and certification

* secure systems

* emerging security techniques




Internet Security
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Ancient Ciphers to Modern
Cryptosystems

Cryptography
transforms Ciphertext
data

Encrypt to
“tfdvsjuz




Secret-key Cryptography

Encrypting and decrypting a message using a symmetric

secret key o
communications
medium (such as

b Buy 100 shares |encrypt XYS6H7 Infernet)
of company X > A2%Y
Sender Plaintext Symmedtric Ciphertext
secretf key
same
symmetric
secret key
Buy 100 shares | decrypt
of company X

Receiver Plaintext

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Secret-key Cryptography
Distributing a session key with a key distribution center.
@ "l wr::lrj’r fo cmmmgniclcﬁe
% with the receiver %

Key distribution
™| center (KDC)

Sendcler Receiver

A A

(3)
@rﬁ @ﬁ

Session key
(syrnmeftric
secret key)

Session key Session key
encrypted with g encrypf encrypt - encrypted with
the sender's the receiver's
KDC Key KDC key

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Public-key Cryptography

Encrypting and decrypting a message using public-key cryptography.

communications
medium (such as
| Buy 100 shares |encrypt XY%H7? Internet)
of company X g - A2%Y
Sender Plaintext Receiver's Ciphertext
public key
Receiver's
private key

Buy 100 shares | decrypt
of company X [

Receiver Plaintext

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Public-key Cryptography

Authentication with a public-key algorithm.

Buy 100 shares |encrypt XYeH? encrypt
of company X - - A2%Y =
Sender Plaintesxt Receiver's Ciphertext Sender's
public key private key
Y
WVFGB#
X27%Y
Signed ciphertext
Buy 100 shares decrypt XY%H#? decrypt
of company X [ A29%Y - -
Receiver Plaintext Receaiver's Ciphertext Sender's public key
private key (authenticates

sender)

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Key Agreement Protocols
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Asymmetric Encryption of
Session Key w/ SW
Vendor Public Key
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Encrypted Encrypted
Data Block Key Block

- ~

Symmetric Encryption of

Source Data w/ IP Vendor
Session Key

Bundle Data Block & Key Block

ks

Decryption
Envelope

Source: http://www.techdesignforums.com/practice/technique/ip-based-fpga-design-synplify/
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Sender l

Key Management

Creating a digital envelope.

Buy 100 shares | encrypt AYHH?
of company X - — - 42%Y
Plaintext symmetric Ciphertext
secrat key @
Digital
envelope
@ A T
Y
encrypt . 7 |
Symmedtric Receiver's Encrypted %
secret key public key symmetric |
secref key Receiver

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Digital Signatures

Creating a digital envelope.

@
X
Sender—l

Buy 100 shares | encrypt XY Folt?
of company X - 42%Y
Plaintext Symmetric Ciphertext
secret key
Digital
envelope
(@ A T
Y
encrypt . 7 |
Symmetric Receiver's Encrypted %
secret key public key syrmetric |
secret key Receiver

Source: E-Business and e-commerce for managers, H. M. Deitel, P. J. Deitel, K. Steinbuhler, Prentice Hall, 2011



Public-key Infrastructure, Certificates
and Certification Authorities

USER

User’s

lic K
Private Key Public Key

certificate



Cryptanalysis
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Security Protocols

Secure Sockets Layer (SSL)

ISDN Layers
Application| |Application
Presentation| |Presentation §

=

Session Session 0‘:%
Transport Transport g
Network Network ,.5
Data link Data link %
Physical Physical

ys N \f

User Control
plane plane

© The McGraw-Hill Companies, Inc., 1998




Secure Electronic Transaction

Masteréard

DISCCVER
NETWORK ‘




Viruses
Worms
Trojan horse virus




Encryption on
the Database
(Data at Rest)
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Source: http://www.conceptdraw.com/How-To-Guide/network-security-devices



Kerberos

1. Username and password
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Authenti-
Cation
Service




Biometrics
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Steganography

secret
message | Stegosystem Stego ohject
encoder
cover / I 1
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| key |
e e channel
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Next Lecture: Legal and Ethical Issues;
Internet Taxation

Thank you!
My email: d.rasulev1958@gmail.com
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